BmRAY (TEVRSGEMN) RiEA

2% X8 H B SR

(BF, BRRFUTENFER)

—. XBNE

ARSI HI B BITE T INRRT IA-32/x86-64 i3RI AM N AL EME RAIEMR . LBME
ERBREXN—ABTHITEIRER phasel-5 LiE— R AR E 2 E S X i B &
(buffer overflow attacks), thEtBIRZBITERME N X iE H K E RN TEIBRE (6
MEALTITIITHEEEREFKTEBEME LNRE) MNiTh, TULEMENER.

KLEEEUTHENHE:

MYER 1. #hFrREHbHE

MER 2 EARTHRE

MER 3: HEHIIFRIEA

BER 41 R XTI UEREAL(L

MER 5. ROP I

B SCIBIAEE: Linux IA-32/x86-64
B IBIEE: LC4/C

—. XBREE

HEARSLESH, SAFEETMN Lab KRS THESALEAR R HH— tar X,
B 7E Linux KRG AR AR dp < “tar xvf <tar XHE>"BHA B HRIRE HF X+,
1Z tar U2 20 TSR0 P e S A

® phasel, -, phase5: SLREMERFHWIE A BT FT B AR, HPGFEES

X iR,

BArTE P phasel~5 BT A 2 —MRE X HHBREEIT TS, RXHFESE
AFEREEPAKAENENFTHE CEIRNRZFHTENEAGFE—FFES). HX
IEEME MR, BFRIASMRERAES (stdin) BEABGHFFHFE.

% BIr#EF phasen (n=1~5) HEE—NMUBANGFHEDSEEIRA phase B
BRETFFE main REEI AR, 2R EBUREL A int phase( char *inputs )", EBREH—FEA
— &4 do_phase FIREIAR EEOT8ERE . 1Z do_phase BRETEARIMELFAE XTI 6
BEARE, HESEHANTEX T —NFHEAXEEE, FEEEASEz— (Z—5%=2
MANKEFR) FAA—8H digitzhex AR E

int do_phase( const char *inputs )

{
unsigned char buffer[BUFLEN]; /* BUFLEN 2E X FIZE X K/ +/
digit2hex(inputs, buffer);
return O;

}

BB digitzhex FIEEXIAT, EEATE XN FFFREGT 84 _hexmap, BIEAE—1S
BT ARNHBFRHN RO EFHREZRABERE, FAEDSEIEENEAAX R
(XF_EBIRD ARLTF do_phase IR I FFFEMX buffer) .

unsigned charx digit2hex( const char *ip, unsigned char *op )

{
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const char *xipp = 0; -
for(; *ip 1= "\0%ip ++) {
if(ipp) {
*op = (Lhexmap_[*ipp & 0x7f] << 4) | (_hexmap_[*ip & 0x7f] & 0xf);
op+=1; ipp=0;

}
else
ipp = ip;
}
return op;
}
ZRECEF 5T ipp A ip ArigEM—X+N#EB T (FlaneFI'E) I EEXS
REEN—NFTD (B0 0x6E) FTFF15554 op Prisrythitat, REHEE ip (X ipp)

0 op IEEHRLFER T —XEHF, B2 ip ERGRSFHEERN\OFHF A FIEALIE, T I,
Y ip ZHEAERNRAFHRERBINFOFRINKERBE op SHMIERNEHKE
KER, [ op fEEMMIEANERERFHERAKSHERIXGEL, IEAFHREASLL
ZAXFSHi FREFORNE. fl0, HEAXATEPE, HHF0REBERERITRA
EEFLRWERAMIE. AR ARIERREFTRINTERES.

EAIEH, AFRRANFHERABEFHE (exploitstring), HRTA—RIBE
FXNFF, RPN RBHFSER N NERSFAN, RERBP— N FHHE.
He, sl—M T+ R#FIRFEFHNE 4 MOBE, F— 1M TAHEFHEFEFTNM 4 A
MEE. B, WERBTN—NFT 0x7a RRFATa BN A#FHF. SHFENZ
BT A BTERETF0-9. ‘a-z. ‘A-ZHHEFEHFMUNE (REFZFIER digit2hex
ARG, IR IUARFR), 5140768 ef cd ab 00 83 c0 11 98 ba dc fe’ (GEEE K 0 AT
FHNEA00%), o, WEFHFREPUMARS ¢ FHFERBBER T #" FFF U
MEREIRXFIETEM (digit2hex RECK BRSBTS FHF 6 — X # FHF Z 8 1Y
RNE), Bl REN T ABRTHES IR EFFTE:

68 20 30 40 00 # push $0x403020 #

c3 #ret#

5 SERL VI AT B R P — XA (15140 solution.txt) FRFFEA BAREFFAY
WIS, NI XRNBRBEESE. BWHFFHFEMIITTR 7 e %M X i H I
TER, EFERLEXOOTHERS (FEMERNALTEREMAR), R RFTXMH
solution.txt AV F I R ITIER.

/phasel solution.txt

Welcome to the buffer overflow attack lab.

Reading from your solution file ...

Task succeeded.

ARITEENBEFHFETHAERES, FEDPMEFP TR phase KREIFHRE
MWRICHRARIE (C FREERBMETEFHBXM), ERRBNENNITEE, FE
A T AERFNAERRETRENRIEM gdb BIX TRRERBENHIT, DIERFR
RIMABRBEMER, HEEERESMNERNBETFFTE.

= XIBNE
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THEHHNARNEAREES, 23R AKERZAZNBER. TEMBHBREST RS
PR W, ARG FFE . WORERBE, $90R0E B iR EFFREIEERT (B
#[0] M RR A M X A A RIR Bl —F B 1 o] ABSRUEIZ PR ) o

BrER 1: #hiwik [E it

£ i H B FRIEFF phasel #1, phase i3fF2IEA T — 1M EXH do_phase i3 F2:
int do_phase( char *inputs )

{
unsigned char buffer[BUF_LENT;
digit2hex(inputs, buffer);
return 0;

}

HAPBEEFENXKE BUF_LEN HBERFFFEUA buffer # AEZE X, IR MSE inputs
XN I N FRT R BT digit2hex I3 R ERB R NE=TFE5,

13 %2 phase #y C REBEN T Fros:
int phase( char *inputs )

{
int result = 0;
result = do_phase(inputs);
message(result);
return result;
}

13 #2 message A C RAGI TFroR:
void message( int result )

{
char success[] = "Task succeeded.”;
char failure[] = "Task failed.”;
if (result)
puts(success);
else
puts(failure);
}

HiF do_phase 1352 225 phase TR E] 0, FHEH— K 0 (EASEZIE L message
H1E, SBAEMBRIRERFIEEZTHN D S5 N8N K BMNRR.

AL BERENERRNIEFHE, BEEMENXEE R ERFNZITTA.
Bk, YWGFRABWEREFENG, 7 do_phase IWRHIT ret FELREIR, 2
REIZHAEIE phase FAYEFIREIMIARESINTGT, TN E MAITIEF P RE I AYTE
S5, 1¥13 phase iId#2 18 message TR LB IEFEMNMBITALLR,

7PN

vV EAIRMERF, FAREMIUE TS NAESE T MEE phasel B9 RICHK

kS (£ objdump -d #5<);

vV ARFHSEMREFRNFERIE,

v oA gdb TRIRER. 7REFMETER.

g
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BYEX 2: EABERED

AMBRIEEH BB REF TR, FEHERERFENG, 7 do_phase it
BIIT ret 5B EIRS, BHMPTENNELSRE, FEFHEIRKIINRREEFLES
ZRizfT (EXAHEMEAEFETHEROER)

HEASTI B HRIEF phase2 F1, do_phase BRETELL FIFEAZ MK buffer 7FtEHD
WESEMU ERET 4 MFEDNFESTE, FESEFRNEZFESEFRENT —
MIENELRE. ASRERE, ZEEZEPRENERSEEREHTILE. HWER
—Eit, BIE—NHRES 0 BWERETE buffer_overflowed FIEIRE N 1, FIAA abort()
RIS REFRIETT.

& %1 phase B9 C RABAN T Fr7=:

int phase( char *inputs )

{
register int result = 0;
result = do_phase(inputs);
message(result);
return result;

}

SEEAMER LA phase idi2 F{R7F do_phase IF 2R E{EM FEBEE result N ECER
A& EHR T . message R HWASHHNEMNE /L E buffer_overflowed FI{EI AN IEFHT,
B TR AR, BRI KK,

ALRALE R EIR, TEEREFHFRPEENBIIES (FRAWEHENRE, exploit
code), BITIELRERFHNEBENRKEBIRENIHER. FH, HFEEANBZEHXH
HIEHELSEFENGT, ERERNNGFFHENESERERAREL, FRIEEEPHIIX
TSR FIAL, M7Eid 2R B A 4 L TSR,

Row:

v ARMEERRAES, ANMEEBEAREFRERETREPEPXAUHRIEAT., B,

O ELMIER R GDB TRRE BIrEFRMETT, MUKREE MK T
ik, FEMEEFFFEEMINER,

vV EREHRBEH, TTREBMRMIIEA RS, REWIT K ret 5Nk EiZitb
HHE ST, SEEREFHEN PC St AR MBS IAAIES ME R X
BRIk F B irEFRBETNES (GE).

Vo E TR ISR B AR geis 2 A, BT UMK E A gee 5k as) # objdump
TEMCRIESFIHITLRFBRLCE, NMEBHHESFINNEFTHRD.

BrER 3: #EHIS R A
A BRI EREMER NN EFH, EEEHBEFERIEAFE do_phase iE
R EAZAKX/GE, do_phase BEEAHITIREIELSHAZIEFIREEEAILIE phase
GEHhiT, MREMMITERFTHN—1BA target N REF A H RN FFTE,
I 7E target B9 C RADIEZRMT (HAPRETHORBHEE, FTEMNRCHRDHHE
M)
void target( int ins[] )
{
int nums[] = - ;
register int result = visit( nums, ins );



BmRAY (TEVRSGEMN) RiEA

if( result - )

printf("You passed the correct arguments - ")
else

printf("You passed wrong arguments ---");

return result;
}
ERIIFE target FE— int FAXB A O S EEIBLEITEE visit, T2 visit 7
INE—A int BAEAFE ZNDNOSE (NI visit IR[EIEFER, 1352 target AR
TERBRINNFFE AL, ALRFTEEARERBPEEEENEZEIEFAASHNES.
ARSWEFFE—N, MERESE. HWAANSRNENFERE S BRFNEE=SE.,
RoR:
v A PER objdump T ESWF#IAAILTRE verify 1 target (ITI2EE, WIKEFER
SEMIEHEBE, MmBEEHEXEBRNITGHFRE,

vV HERBERELEER EAES/MBEASE, B target TEANMULENRF, A
BT —% ret 52 MK E target ISR AYRALINTT,

vV FREKRTESETHEARASE. target/verify ITERMERNFELME.

BYER 4: RrXdAkith it BEH 1L

BEELT, EIERMMNBEYIIAERFNARZTEFPFEERAEN. EZRH
MLEMERP BT —ERERE T BEATNE TR, FEEBETEHAXNFHER
IR F TS . AR, Rt ABEE, BiREFEIEA do_phase
HRHSER DR —FEYLANIR TR, #15 do_phase i 2R IR 1A R TE T
ETNE— M. FEENE. BTHREFFEFRECRZMX R BEHAAAYMIE, 0
Rz FEFREFNETIRE, A EERFS TR MEIZMU R YIE, KT
SURBER P X g I B .

AMBRLHEHEREMERT NG FAH, FEHMBREFEANIFE do_phase it
B, SAZPXE, do phase IHFRARENAZIERIREZ phase 1552, Mastdk
HE|—NEA target WEBHTHBLIMENFTHE, REHIRE phase HRAEINTT,
SHTE LR M ERARE, A BiRE R AR ARG FFEESER LR (5140 6 XR)
do_phase I12, HEERRXAAFENI LU, BREFHFHEBEE do_phase iF72
BXRPITIREIR R DBk R E target IREHEIHENFFH, FRAMELLEF do_phase
HREFERTERNENX, UHTEEETENIERE.,

Row:

vV ALBMEISETEIEE A nop 5% (T84 0x90) MIEFR AT BIES & (nop

sled) MY THREDLEM.

BE& 5: ROP B

KNEIEH, BIRER phased Mz TR Z R SR TRIPVIEIRRIP, RIARFT7E
EHEXIEREFHTEY, FILEMEEEhEhXENT HERE, KBt e ITIUE
WM& BAR. ALk, AR KIRFEFE A Return Oriented Programming (ROP) $ ARSI
ZMK I . ROP AWML EIHIF R EBIREFTFERNIELFI H B (A ROP
gadget) M9 AR EIMILE R BAR. XL gadget T U2 BAREF FH—MIER
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AEHERERPN—RFHFY, HARNFR2BE M ret F5 X N AV F K 0xc3
2R, £ ROP i, WM X AR I T AL A& gadget Y Ia N B T1%
B, FEERAE—MREEINITH gadget AU B REF TRF N EREFTEIREHN
WREMYE, XA, ZHIZIRINIT ret IER, BBEKEREIE— gadget FIHEHTT, MHBHEHK
17 ret 18R EIRS, KBEEEZEIE A gadget Gk&LintT -, LLKINEF gadget AIMCRINTT
IS B Y B ARo

AMBRILEH B reWEENNREF TR, FEERBMEFREANIE do_phase it
Bk, EAZHXE, BFARERRLFFFE Hello,world!”, Mkt —EFFE
Hi, 25", HAZS"2XRENFSHRE INMNFH (WRFSKEDTF INFR, WAL
FrES) .

RR:

v EEREFRNRCHERBAEAE S T B NAM gadget FISELIEHE XM

gadget, Fixit&IER gadget TEAIRF .
v BT & gadget TR S REEXRTHNEERR.

. KEEREX

1) ABPMKBHERES — M RE A BRI phasentxt (n=1~5, EFEFKA/N
SRERAXMHR), EPERZXEMBRNREFN S,

2) EIXELEMER 2. 3. 4, EFBFSWEFTFEFRNRTHIESRILEN AL HIES
BERBARFET XA phasens (n=2~4, FTERFANEEAHNXHRZ) H.,

3) LR 1) F2) PRRAEXAXMER tar TRITEA— tar X (HPTEEH
2EAEFREN), FRBAFESar B,




