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SHEZHHX, wxit F(X)ZA5 56, medi(x), Zkbst e
B RAFEXZ TR 0Y, TE XA T 408 AR,
T fedk il — 2B (X, y), A xAy BLE(X)=f(y).

2010-9-28 ) K F T EAL AR B 12




— 1M F

IS
1 Alicef=Bob .4 R &
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XAE, Alice™ 4 xé948, 4-BobAafz EA5M 2 % E# (% 35).

4o & Bob#) ] Alice &7 #9xk it F2(X) (F44), H+5Alicefe 14 K&
0945 % —4F, EHBobABMEfETEA a9/, RIBobA iZARIE s &8940 .

2010-9-28 ) K F T EAL AR B 14
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m O EARAR A B (plain text) .

m R R B CATARE &9 N 6 AR A e
(encryption, encipher).

m Ao T 6 EAR A & L (cipher text).

m 7 de % L R A A L ag i A2 AR A % % (decryption,
decipher).

2010-9-28 ) K F T EAL AR B 15




1. = Zl—‘*ﬁ%/bx_ﬁﬁ:ﬂ—"

1l EAR B A R AR A A | UB A % AL 2 (cryptography).
N AT AL AL (cryptographer) .

BE B A F R AR EBSATE (cryptanalysis) .
M 5 A 69 & Ak AR P B A 5-4E (cryptanalyst) .
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B R HT 04T G- R FRTT 68 % 04 B S
MA RIT AN T A B G0 B AR R
2.4 C,=E, (P,) , C,=E, (P,) , - ,
H#FH: P, P, oo,

2010-9-28 ) K F T EAL AR B 23




(2) SHBAC T

m BAL AT AT A3 — 2 0l B89 B S, o LA S il iX b
W 889 8 L.
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AT AT A7 5| — 20 & 09 8 A AR B 69 B L, d BT 4L+
h FEAR A0 58 0 B L,
X P EAn B LK EA 2, B A BASATH feih Fds 2 a9 9 Lk &
g, AR F A B S X THEANGE L, HWAHESLIEE
B Ao Bl G0 BAAR T — A Fok, SLEIEST AR R B — 8 4A Ao
ROGAEATH 6 Y B EATRE R .
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m BASNE A BERF M B EL, FTIFE3 4
B L, Bl BRI H FIR—/ B & g | D EE
&, BHYSNTH GIES AR L B4,

e.4: C,, P,=D, (C,), C,, P,=D, (C,), ---, C,

P=D, (C,) ,

T k.
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n AEHEMBAN, FRFEEATIHORBLEMK. TR
B FLR S F A AR R R LA AL, AT A
Bk RGEAXAF T ik, BRIITS KEL.

n NAFTHEF/ALST, LRELZEET. TE2OTMZHE
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m C: FTA 7] #8649 58 S 2E 09 A P4
m K: PTA 7T 68 B4R 28 A9 A TR 4&;

MAEZWIKEK, #RAAE
— ek Ne, EE faAl AL & FENd, ED, #HA:

sTMEZ e, P—C, d. C—P, IXXEP, ¥#H
di( e(x) )=x
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2.1 BNEH

m £P=C=K=Z,,. 3f0<k< 25, X,y €Z,5 EX
e (X) = x+k mod 26
d.(y) = y-k mod 26

mE LI E A A — B A A, k=3
ABCDEFGHIJKLMNOPQRSTUVWXYZ
DEFGHIJIKLMNOPQRSTUVWXYZABC

m FAAEE A 25
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m BN AH26! -1
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B 0.015
C 0.028
D 0.043
E 0.127
F 0.022
G 0.020
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0.002 | Q
0.008 | R
0.040 | S
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0.067 | U

BT A EAAUE 3L
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0.019
0.001
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0.028
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0.001
0.020

0.001
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Vigenere T 1858-F3% & &9 7?1%; B, S —FF A
BALARAE Ay Fo k0 JB] AR IR 25 AL,

mIAME— /L, B LP=C=K=(Z,5)". *M1EZ Y
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e (X1 X5, ooy X)) =(X Ky, Xo+Ko, ..., XK )
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2 &R EBBHBIF
#]1 1xm=6, K=cipher,

this cryptosystem is not secure

x=(19,7,8,18,2,17,24,15,19,14,18,24,18,19,4,12,8,18,1
3,14,19,18,4,2,20,1,4).

k=(2,8,15,7,4,17)
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m 18634F, L&+ F EF.Kasiskik B 7 il id 547 % L P 89
FHE G4 LR TR B S 2 ARG E A6 A2 B B
7k,

m #: %4A: dog, PA: to be or notto be
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m AL PFEABwchhE 57 Ak, HEANAANFH.

m XANPE AR BARKENZE, TaREHAKREALS3, 9.
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HEH T
BH 1 °

m RS EAN MGG RE: EAKE KA.
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B KENHE— BATREE

B RXTX XKy, XEJE AR SLAXT BAS AT FAR B 6945, 3T A1 (X).

25 fi 25
Izol(zj Zofl(fl_l) 5 f f_1 & 2
() = [n] ~ D & n1 & P =008

i~0
2

n BREYSYY,...V B S EEMAENEEGEL, FYrRINELT B
Y 1=Y1Yge1Yodr1r Y2=YoYar1Yodsr - Ya=YaYodYaq:--
m RAAFAFHRE, WY TSR ~0.065

m RAREFAFRKE, NYHH TP FEER, PTAESIEEK
|.(2,)=26/262 ~ 0.038
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B REX=X Xy X, YEY Y. Y, X Aoy 89 38 EE S MAMX T
FAALER — AN F- B Fe Ay o FEALER 69 — AN F AR ) 694885
1A MI(X,Y).

m R Xy Fab,.... 28 e RE S A AT, oA g,

Ugs «-er Qo, A1
25 f g
MI (Xy) =) —e—=L
(X.Y) Zon -
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FBXFHEAR G EZHRKMEFEG, FELFT0, A L2MEHAXFELTHAE K. B
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#. R ERAAAES RF T, XEFH/E4£0.0312)0.045 18, AasH42#FF0
B, 4E+H{A40.065.
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n AZEAFemEY,, 2AFAYS, Y, Y
m 3t F Mig(Y;, Y, 0<k<25.

m SkFTYHY MR EZGIE, Mi(Y, Y1) a9 a4
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[ | /r‘in (kl)’ }j%‘,}l’]l] ki'klé/‘ﬁ 7—‘?;—7
m JE K,

m LEE, FERSNF, HERFHERAE, 147,
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2.3 HHaEE

m B TR REXES B —ANBAHEm XX,

T~ L SLUA Ty 18 3% 4%
mx)=x", 1 1(X)=x

n AmAp—Es, P=C=(Z,y)" Kd L EEA{12,. .. m}E

B ERA R, A TETOEAT (B4h), ZXmE
€r(X1: X2,y X)) =(X e1ys X w21+ -5 X xm))
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TR BALE), RAASZE MK 7 X,
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Byt Fat R (Vigenere) i AL e g 6 T AT AR B RE

B M AKRBREG LA, 15 BEEZLHWRE. LEAF
F 5wt AR R LG mEAE T XA R
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Scherbius)feftut B & ¥ & 1% 24 (Richard
Ritter) €] A T S RIL B R e B 4FA5) . XE— K
LT BRI BAEA B FEbgik, RERAEL
SRR E] .

s HREEHARARAFLT @, Ti& Boed
BR. t)— /"R ERAZA T2 ERK
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d—F
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,a — LATR 3 — — a
i ’ !_.. :'::-;.. X -__I J- = II
1 | I;-.-;'. ! | = T
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Enigma(8)

m RfEABAZIRDT =A% T85%, e F26%26%26 = 1757647 &) F
bg—A (FF LT m4s 75 @ A B, XRZPE R LR L 24569 )

B RABBEANAL, FNASHFERKRILT R

m AREFIT AR EE 0 &R ke iR 495 R L EE &

m S EFKIRE, EH—4AEWENIGMA, BE R4 T, jestT
69 7 %) AR R| Fe R AT 5 AR b an4s R b

B ARKREENKR| B, FIRN T FEARKGE T R, 04527 8 L.
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n SR RCGIET RS de T, (2R KA A LA —
NEET A3 FE TR R R RVAT 26, LHZ, ¥hn
T 32 ImENIGMA @94 F2 Fa B A,

m R AT A A e AL AR T w49

B G IR A THURTT AR SR TR A AR R, EAF—K
%6 F @ e REME TR T R R4S, 26%26%26%6 =
105456
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n T YR G AR e R T Ae T —/ R, X IR
AR AR AR E S Ao LT Aey — D FEdae R, SR FH
Bfe T EHNE TR EA R —ANFENET. IAFELRRS A
A Ak (U HGENIGMARLA % 5 493848 ) , A s VAL 6 5 B o913
S E%, AR LEXNTERFAIL., FAREER EMELCRIL
RMEAT &R E BT 2.

B EER R R IR6RT F AT AR S E dEF E K, A 1003917915004F

m B4R

EHEMR A5 AIL-P/R-T/D-B/W-K/F-O/Y
®BFoylng: 2,3,1
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m FESFENIGMA, IERVE R TUAF ST E T . (22 &KANAH
B BER A —AEA4, doRiX— K64 UE 0 IRAER LKA 47 o
K %5, BPRIE S OE T RATERZ AR — B E
128, ExHRE TAERARRAST IR, HNLIFAE LR E
CELT, HRBESTEREFE REWEIL, 7 I %
7y E A A

2010-9-28 B R KT EALE L 60




Enigma(12)

n AE R smBXENIGMAR & T VAR A KM egsiit 7 ik, ZEALER G T A
R, M1k F AL B %A EAFENIGMANLE 7 R BLds o % B & % 6h 8 5L,
R M, E%ﬂi%éﬁa*A%ﬁéﬁ A, EIFARAIELRIR AT 0I5 I
R, Aol Bl F 0 B4A40R); BRI, T894 4675 &) FR L,

m BER ”‘éf’t;}%ﬂi‘%,l:@ﬁﬁiﬁéﬁﬁﬁ%:}%%ﬁ A 54078 %4F ENIGMA, /& AL
%ﬂﬁ%ﬁ,%%%m%iﬂﬂ?GWﬁ%&tﬁﬁ%ﬁ,M%%%%%
KIVBJE (=& J%//\PGH%}JJJU)‘%T X, H—KKIV, % =%BJE,
LJE;QENIGI\/IAQIJ#%“E e *ﬁﬁiﬁa #ﬁé».ﬁ = K& e deKIVBIE R AR W,

) .
xiﬁﬂzawﬁ; é%c?éﬂaﬁ%ﬁwﬂ ST ik @ B|PGH, ARJE o E XA
X 58
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Enigma(13)

m 1929F1A, REHKXFRF R T ELEFH
T AEHT KA (Zdzislaw Kryglowski)#ig
FHT —KAEZRRFGKRFRGLE, X
REEL, ARABBARNEBRR “KEZ=ZR
022 FAELMA (Marian Rejewski), &R
% TR (Jerzy Rozycki)fe ¥ 2 %, 4= hn K A7
# (Henryk Zygalski).

n FARAERMEFH “FEANBRRK . A
ENIGMAZ &Y, XA HEFZ3FHLE
XRIFBEGRANFE—CH=ANFFHEH
TERAMERR, BREALRFRINXEILEE
LB &4 7 HHENIGMA B £k 6955 ..
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Enigma(14)

m XAH—R T 56 % 4F(Hans-Thilo Schimdt)
T 18884F i A4 Aok Eg —AF F 4K
RIEE, —R KK ST EITiE M, R
BARREY, RMEHZEEHRITT
E, B RARKRZY]. BT
FTA he) , B THEMNE R S,
25 R K G 0 2R A Al I AKAE Ak
T R RE —X, HEH—AK
Z5~.
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Enigma(15)

m &8k A — 5 A B AL AL (Chiffrierstelle) % T ML E .
X2 F T F AL E AL T M ——ENIGMA# F 4%
S, PR KELFHIR.

D AR FR—RGECARAE, BHENRDEE F
FsTEAK, MIRTVAE B, S — AN AIRE T F
TAM, FHTEROFHAK, FRFXEIY, THFiib
AL RR BSR4
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Enigma(16)

m BETRNEETAEMi. WwRef TTUBRRNE G EFRE 22
SNE IR, —F @I ABRIR Y B T4, —F @ T A KAk
RAZANIF T B K.

m 1931511788, #E4FE K X st (Asche)Feik B FRA N £
PB4, FEARAE Bt ik B IR A 4R 46T A5t a0 A X
ENIGMABRAE Fo bt T M IR AIEGG T, 158 —7 5 . EEX A ITH,
A E T2 A E 4% — & F A 4 ENIGMAAL,
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Enigma(17)

o F AR RARDIE] — RO BIR G E IR, FIA—RF T nAfF
2| 3 ZAG AT S, SRR —AN S B EARE MR, e
PR AR, HP 3 RaRAY T KR8 S F A

123 456
% —3tdwik: LOKRGM
% —3diR: MVTXZE
F=4dik: IKTMPE
Fwieik: DVYPZX
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Enigma(18)

n X F AR R,
F—AF AN TR
F N FHEAF BN T
RN ST VNS
AR B R —AF R

i
}
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Enigma(19)

s % —/AF4: ABCDEFGHIJKLMNOPQRSTUVWXYZ
s FWANFE. P M_RX

o R F AKMASERTARE Ko 5 09 @3k, At TAfe L@k A% R RALEE
s %—/F4&: ABCDEFGHIJKLMNOPQRSTUVWXYZ

m FWAFE: FQHPLWOGBMVRXUYCZITNJEASDK
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Enigma(20)

m FHARITEST XA FRRIAT T AU, NFEAFEE, ©i
3 ARF; FFAEME R ST R AW, 45T E A RA, A
E3F T ﬂif’t%&f*éﬁ%& FR#HA T — MR F B

A—-F—-W
I‘%i%%%ﬁ%?&,%&iﬁ%ﬁ%%ﬁ%f%ﬁﬁi%%ﬁ%

EEZN N

A—F—>W—A 3N FE IR E

B—»Q—>Z—>K—»V—-E—-L->R—I-B 9NFHE69483RE

C—-H-G—-0—-Y—-D—-P-C 7\~ F eI

J->M—->X—->S—>T->N-U->J TA-FF 64 V53R B
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Enigma(21)

" EAXERREAYYEFY, LRIKTHLE, ©
118308 B A B A b T B R 4

n (BRFUEERE G AFREABREGRE, HUE
it F et BAEAN A SRR, Ak LT
B R H AT |
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Enigma(22)

m HAERIT RN Y B w kM T R TS S AR

m RERIENILE 64K B A2 e KEMIT KR TR B AR AL 6955
F A5 B Aends 7 @) ;

m Xt Y A6 B (EERGFRLLERS) .

n TR E AN B A RE T AR RIS HHAE e —ddgs
TA “PRB AHE, FTARIEGAER i fed R FHAKE k.
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.A&Tﬁ%ﬁﬁk”5ﬁﬁﬁkﬁﬁga
#mA&%l%%%ﬁ%%%&%%&iﬁ
AL, B R G1E S5k 2 2K E] B —FF R A
A Z 5 B4R BT ik,

m Ao TARRAERZESLE, B LIFS

%ﬁﬁﬁﬁl&%%& R, o T AR &, S
%Hm A MEEAZXERLX TR A%
éﬁ'fa ION %"J}EU?'EH ”élgé?\chglﬁ Vl‘] o

m LG, ERASEK ﬁ”&ﬁ?*\%l%
], CEBHNRA Wetterix /~ N RN -
vH “RAT . ﬁ%ﬁ%(mﬁlkim%ﬁ
%x%%ﬁ%& @Aéé%ﬂh&%%%

XA 18] BAR R 8 LA ARAML E

n XHRAFEX AR T A RLEEE X— Fik
;%&.ENGMA%X,
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http://photo.blog.sina.com.cn/showpic.html�

Enigma(24)
m WwERAE—EFLE, B R4 WetteriX N840 F R T ETIWPX, A& #|
T e94F S35 2 233 5 Wetter o B s ETIWPX 84 #7144 3% B .

n (2RERRMAGR T SHREFB X, Sdess T 5w T ftie i b P24
AR R T A 0 PRSI R G
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e Enigma(25)

ENIGMA &) ; g y e
Py S S+1 S+2 543 S+4 S+5
Hrk &AL e !
Ao B B ) B p X

s ARITFRAEZELT BRAZINMER LA GHT RS

n BRAIEA T X AMEL $99)
Fe X MR BRI I T 85 Qe HS, TR AAERKENIGMATEWE A, T E;
REH#THIT—ANF%, #AS+1l, ENIGMAZReH % R T;
EFGSHQ2E—NREBETEAMAROAFERMET, IAKNFELRELEE; #
TR AEFES+3, ENIGMATEtME AW,

AW, BRAET—RJHEANOET N RGEOTX, FF
thiRAL, 200844 A % LK.

B RF AL

74
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Enigma(26)

m 2% —4SENIGMARE ~E FIERF =4 1 sART 5._41&3
ENIGMAZ 7 % F #heib Ak, Rief— = B ...

4L Lo THA S =46 Lot k, Reiesd
=4 LYWAE — & EiywEAe Rk (12 v
ENIGMALFHEH KB 4, K2R |
MARA KNG RRHELARL) . =

,—I—n—l
s
I_I

i_l

.

. BREER LA X G TAFENELRT o] by &l s
B i) (=4 ENIGMAAML_E 69 #F—4F ) :
E(__)Ll —4—1-"'”'; [ -J—_ -I_ 1
T——L, SNisw
W<——>L3 g g L= 00
BRX DAL, Lyl AR & R4 h]. | Féses
] B
—'P-‘J-‘-L; j_“J_Ii 1]

2010-9-28 ) K F T EAL A B 75




Enigma(27) T 0L,

A BRFHWHIMASE —EENIGMA, ©riditi
BHRERTL, RGBT ETFEERME, Bl
T EANRFREEER, B A RNARIEFR L 15 fn1E
Wik B 23k B E, FrvARA Zit LB E — 2
A FaExS M #L s

m L ZRIEEMREREE, HAERT H _EENIGMAG:
FH @RS+ A P AARIEAR & 15 4o 18 e b Bt
2B T, MF —SENIGMAR ¢ eid 115 R T
AT L, FEEETRRAMEERRRT EEMR o
FHTA AL, BLEERERERTT, REXANT
A RS = 4 ENIGMAML_E 698 At i'*“

m % = SENIGMANLE 4T 5 & £ S+3, XMtk
L E mE, BERGEAfLEH —% =46 LY
£, FANELIIA = 4 ENIGMANUEY & 3420 %, T — +T_“

L

A EH, deR AR @R E—ANTH, e ai
ko ZANEBRFE LRARNFHERE G R
1%,

]
]
|

D > ENITREN Py — t
BRI A — MR L, | L
— Lz_’ L3’ RN IEW— E— T,

m L, — L,— Ly WURAR R SR 1B T3k, :I_T.Al_:r =l-|___
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Enigma(28)
o RAER B T i, ARAAY i AR

B MR — AR L, — Ly— L, 2ay e SRR
n HARAW—E-T. B ) sas
m INREEFETEA XK.
M T TS @ (E ), &R e
55T, I =
: [
%- |—>“| 9 8+1
e |
e
: T
: F FE8+3
ot .
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3. HERRYRIE

S AERGEI ST I T KGR, TR R —Ae % FiE Ao R

-

— B AT I,
m A
B AT

Bk kK
PR XE VA E B

2010-9-28 ) K F T EAL AR B 78




SRR G T — 222 1 )

m A E Rt T 2R ER: RIS HK

Shannon C E. Communication theory of secrecy
systems, Bell System Technology Journal, 1949,
28, 656-715.
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ISR T EN—Z 2%

52 (diffusion): S it eE MY HON & B T 5 Y
KAZG T4 L BN F Rmir % % A3
5 Al

0 445 5 o R B4R 4]

m #EL(confusion): @if' 5 L
ST VAR B2 e R FLik R A B X /N B

R ARZT AR,
0
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SBBTAIRHAEN— %4t

m K ILIUA 8 TR 3
TLE AT
TN AT
AR AL T
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AR HR TN —SEE R ]

m ARG W)
FHKE HRE NS HFES, 16, 32, ...
RF i %, tb i B
1% AT AR AL 3R BB aG 484 ik, Rik. Bix,

m AEAF LI RN
SR Fafi 52 SEILEGARANE, B — /A~ BAFBpET
VAR S Am 58 T VAR SRR
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$BBRTOEIE TR T — A

m AR SF B AR R KRR HuAe B s Ak

m M E BT
2nEba ) Ky, K BB FEY=(x @k, ) @ k,
T EZANEF F4K=Kk, © k, mEZ=x 0k
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K - BN 2ZSPN
— Substitution Permutation Network
m 1M Nrh . WO=x
T {O 1}|_) {O 1}'7‘5 E;}% m forr=1to Nr-1do
= ’ ’ r—=\p/r-1 r
s {01,..., lm}— i
0,1,..., . myh B4 e fori=1tom do
P=C= {0,1}'™ V) = Ts(U')
k=(k1k?,..., kNr*1)

B uNr:WNr-l@ KNr
X=(X1,X9, - Xp.m)

=Xyl X2l X m fori=1tomdo

] N — N
X(D)=(Kgipytsare -1 Xi) Vi = (U )
H y:er @ KNI‘
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IR ZE AL

m %S=(P,P,K,E,D)
m  SxS=(P,P,KxK,E,D)
Ek1k2)(X) =€k (€1 (X) )
d(kl,kZ)(X):dkl (dia(X) )
m HwRSxS=S, WHKSHFRF, B FTEENK x ke K x KA A ke K, 1E
#
Ek1k2)(X)=€ (X))
m eRSAHRFE, NRBELSSEARGLEM;, WwRSEARFH, N
RIERTT IR G,
n O EERER, WAL EE. RRER. Vigenerel Ahia B 4 8 A AR R
4.
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Feistel Z3hE B

1 D

l—O |\0
m R;=L,® F(k;,Ry), Li=Ry; =
m R,=L;, ® F(k,,R,), L,=R;; L

\ 2 —
.................................... » R,
" R=L;® F(k,R.1), L=R; é =
.................................... L —
= R @ FkyRy) LRy, ~

2 2
LSRR U R
m R=L;, L, =R @ F(k,R;))
Feistel 55214 % A7 5 L)

L R,
. My=Ly M=R,,

2|

m fori=2tondo

mi=m,, ® f(kiy, m;)

u '%ti:l—n || Rn:mn—l || m,
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m S F K

n BEE, XL, pEEAGRIT LN, FEXFH
pit, 2009410 A % —#.
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4. XNHRETAFRADES
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4.1 DESIMEZERZNE =

o KXEAA: EEIBM23W. Tuchman #= C. Meyer 1971-
1972 A 4| 7 .

o FA: LEERAFEEL (NBS)197355A 2|197458A A
REAEAE, AR T 8Tt Haueg g fik, 2%
A — KRB H & P R4 7 IBMEGLUCIFER %

o Fr/fEM: DESHE1975F3A AKX &, 19771/ 15H
W & B B Z AT R AR A 44 AT E (Data
Encryption Standard ) , T197757 A 158 A 2L,

o IFEMNEHPILFALFAIFEETHFE—K, 1983F
DES#IAIET —iK, 1987F 2L F 0 DESE K A1 A 3|
1992, 1992547 R X A DESHIHNK A %, NISTRE 3L
KDES 55, FAEZXSFFF EB/BNRTE, 1997FNISTA
AL T Ak ) TIRAP ORI )13 &b B Hik 4975 3,
R ARIJNDAEL F-i% BE A% 4 AES.
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4.2 DESHE X

1. #6441 8f L M;
2. A EHIP: IP(M)=L, | R,
3. Ak
L=R.,, R=L, ® f(R.,, K), i=1,...16
4. WMEEEIEFIPL, IP1 (LiglRyg)
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4.2 DESHE %
iip'a 64457 15 TN

!

 wmEm | P
!
1652 e BAAZ it

!

s | ps

!

6447 % fan e

F&
<

2010-9-28 B R AT EALE 3L 91




m R,, Ry Ry, ...Ry5 Rygo

2010-9-28

R_1: LO

R =R @ F(k;, Riy)

BEX = Ris|| Rig

6403 M
A\ 4 |L
IP(M)
Lo Ro
— Fk, ..)
v
L1=Ro Ri=L, © F(k,Rp)
v
Li5=Ry4 Ris=L14 © F(Ki5,.R14)
‘ l@;— F(ke, ...)
Li6=R1s Rig=L15 @ F(Ky6R15)

BT A EALE 3L
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1aa 3L HRIP

N (6447)

J L

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 25 17 9
59 51 43 35 27 19 11
61 53 45 37 29 21 13
63 55 47 39 31 23 15

4 L
(64T
4L 4L

L, (3217) R, (32f7)

~NOWEFRrOOO RN
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4190 L HRAYE P
BHAAL BN (B4R

s

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 141 9 49 17 57 25

1l

Wy (6447)
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N R EH (A K)

A(321i7)

I EARE

A8A 4 R

2010-9-28

)

PR A
(S1~S8)

320 45

BEHaHP

fAK) 32

BT A EAAUE 3L

95




3241

¥ iz HE

24 25 26 27 28 29
28 29 30 31 32 1

e HERZ R 48/,
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\ x\—' ’~r
I H
@Q@ YN
10
2
Sy
o014 413 1 21511 8 310 612 5 9 0 7
1 015 7 414 213 110 61211 9 5 3 8
—|2 4 114 813 6(2)111512 9 7 310 5 0
31512 8 2 4 9 1 7 511 31410 0 6 13

0010 i
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I PR i (3217)
JL
16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10 S D
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

1l

I BRI A &5 2R (324

2010-9-28 B R KT EALE L 98




m Ri;

m E(R.,)= E;E,...Eq

m BEH: K=, g

m SN E;eJ, E,®J,, ...Eg@® Jg,
B,=E, ® J;, B,=E, ® J,, ... Bi=E4 ® Jg; 48/

m Sttt S(B,), S(B,),......S(Bg); 2324z

s B, SR MHEHK: R
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TR 2

6447 %
fodk | EB | sk | £
RSkl ; i ; ;
3 2 11 2
C,(2817) Do (2817) s |2 [2] 2
5 2 13 2
it i) it iR T
8 2 16 1
C,(281) D,(2817) <
1
| B L2
(EE Ao Y
C.(2817) D,(28/7) .
| Bk |
(5617) (4817)




BRIt iElL
BREH (6447

~_~ ~
57 49 41 33 25 17 9| |63 55 47 39 31 33 15
1 58 50 42 34 26 18 [/ 62 54 46 38 30 22
10 2 59 51 43 35 27| |14 6 61 53 45 37 29
19 11 3 60 52 44 36| (21 13 5 28 20 12 4

\/ D

C,(2817) D,(2817)

2010-9-28
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C,(281) D,(281)

L

14 17 11 24 1 5
328 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

ags

K.(4817)
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4.3 ARSI RIE
m St MGRET B 69 B e Bk A a9l R T AL T B
VAL B AR R 5 FF k.
R T A 04 A MK R 22
FRiR AT B S RO K R 2
AR B 69 A oK R 22
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] —ﬂﬁﬁﬁﬁ
BT A A RN R IR

m AT MK E LG “07,  “1T-PErE
m HAT A E L RANEY, NE LML BT <07, “1
A

TR A S~ 28 58 2 ik 0 2R K A npbdE
FF ) 58 LM FAN 8 a4l
ST XF/ N XA EE A998 4%, iTAF,
5 L BB S E=C | x FI2n#AT X204 5,
Bt B RS0 E AN, BEBKFPE A% HX2H
{EARLER, RPIBF R T /AR B(n, 1/2).
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] —ﬁﬁﬁﬁ
BT A A RN R IR

m IRFEEASES: SRIEPEAS IS MR 20 P AR AR Eb A 49 B B L,
SEAF M 20 55 B Bk 64 2B KB A ntb4E
St oL 540 AR AR L F A9 AR 200,
RERTAR2ME ST EZAHI A3, EH
G,
5 3t BB HE=C 1 x F/20-LHE AT S XA 1
¥t RS H0EAn-1, BEHAKFEH5%HXH
{EARLER, RAIBG R T FEe—RAH%AB(n-1, 1/2).
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55 IS 27 V-1 % ) 22

FHE T Y B U JR I

B USSR S MR B S SR S M I IR, R MR LR
T AR T O L 45 8 R

2010-9-28

EBH R @EMK: —F @, R RA LA B 4 4t
bk, Bk BABIFGAF IR A, WAL LG xR 69 5 I
BB B N2 LAY ;

B —7 @, 4RI A, WA XS H AT 69 F XA FE B &
i EAALE]

WAF MR FE RS B R 6 L K ANas, B LA FAN 44,
W) 224 7 84 58 AL AT F/AS 4.

K A2 A P={pg, Py, - .. Pr}s E X5 A C={c,,
Clyeernns Cr..}, TTFRAR L 649 8A B L FE&HD=W(p+c;) , OsisF-1.
%D X B & & ik otadk, iTAH.,

E=C, x FI2"ut/T o X2, it AR5 adE An, 2EH

K A5 % 69 XPBIMAAR AR, R F|BTHZ T 456 =34 # B(n,
1/2).
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uf
e ﬂp‘.

AN X BN i R

MELIE T30 0 A A F 8, — AR 55 AL B ik 3 IR LAY TAL M 2 K
Bty, BRI TR . ARIE -2 B AN B b 64 R AR E B AR,
BRI IE— Ly, HFEEISET KRY—F b T,

AF M 520 B A FL ok 0 - ¢A KB A nkbdF,
KA X440 P={p,, Py, .- Pn.1}, P, € {0,1}
KL 440C={c,, Cy, ...... .Co.1}h G E {0,1}
EEBZEAHFEALT, FRKEPHHEAD, WA
P={Po, Py, -, Pi®1,....pn4} PE{0, 1), Osisn-1
52 H AR R 69 B L
Ci={ci, ¢y, ......, ¢\ .}, ¢, E{0, 1), Os<ksn-1, 0<isn-1
A CHC XA &R ASEHd,= W(C+C,), 0Osisn-1
ARFE AN R, B X EYFE B A B A =54 B(n, 1/2).
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m AN LR — /N AF R A
m ANEA R — N HAF R

m N LHA —F 8 e dE R FE
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57 IS 25 14 2

4 E A i
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I SE AR B0 RO e, — SR A Bk SR AR 0 AL R AR, BP
FANTHNS. BB LERLRE TGP HEHEN, AEEATE
¥, NFEEI,mF RY—FbaFeg Tk,

TR 20 58 B Bk 0y K E Antbdd, BLAKE Amibds.

B L4520 P={py, Pps «----- Prnit PiE€ {0,1}
REL 4 C={Cy, Cq, ...... .Co1} CE {0,1}

F 40 K={Kqg, Kg, oo ... k.3 ke {0,1}
ERZHLHHFEALT, BRAEEKTHE—=, WA
K={ ko, Ky, ..., ki®1,... k. ,}, 0<ism-1
153 AR 8 5 L

C={c\,, c', ...... ,c .}, c.€{0, 1), 0sksn-1,0<ism-1
HHECHC XA HdI=W(C+C), 0<ism-1
HABREAVEE R, BN IEB 5 B —R 54 B(n, 1/2).




4.4 DESHIZ =M — X TS-ERNIT/EN

m XA FEGL AL EERZE2E(NSA), tMMEE T IBMaY
S-&. RAMGHENS - &HAIBMRA X TS-&a9ikit
JaN), 42, AMMBE M IRENSAES-&F HAN T 4
1T, AZFFNSALEB) T X A4 1] A 56 HL4F 0942 5 4R T vA IR
% DES.,
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DESHZ &% — KT S-EHNIRTTHEN]

m Z£1990FVARA], S-&84ikt J'iﬂ' —HZAR A, ﬁé’]
OB T R R RGN . AN A S-SR RN &2
S-& #)H—4TR0-158 —AHEF ;
A —AS-2 3 LM &R
WwREZMANNRED, REAWEER, THFHML, &
AT 6 My ) 845 3] — K.
de R AN [ 24LRF], Nk 20 H 25 RF;
e RANANARE L, MM BEEVA2ERR;
Jo R AT RE, B242 T4, M#E AR,
i-?i:& FE E 56328, EE AN EAAR#H
i
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DESH)Z £ 1% — K T56LL4FRIFE A

m IBMEMR G 7 R T EAALL2IA, {22, A EDESHE56LE, &
AL 56 4F 43 B4R ENSAK & L. X st AEIF AN E A B1EDESH 4 11X
Vo

B ARG A KEK: 19974F1H28H, £ ERSALIE 435 £Intemet L H
BT —3 “BBBFAPKR” R, BER—F 2T, HE—KDESE L.
T 3% N eg42 4 A R. Verserix it T — /A7 vAi# 1T T Br W 4 B35 4T 44 55 4R
HWEARF, BT —AHRADESCHALL# M k473h, RT LA ERE
AR R F. FI96K, FFERAAGEGHFH140K, 199756 A 178 % 10
5394, £ B ##RInetz2x &) 32 i1 M. Sanders/&x ik 3| T Z4A

m FRAM R 199857, £E B TiaikA 44 (EFF, Electronic Frontier
Foundation) & #, 4filf —& ME207 £ U89t EACE s+ A% %, 56
BT ERARE T DES., 3XAF, #An AU TO6FEARE T, MR E
7w T DES#y 445,
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m Wiener 38 7 1&0 ALK& A FARIAF)
450007 N BAAIE & ik R 698 F 69381
1993469 M A%t B, 107 £ L4 6,4 5760/ ) F4AH &5k ;

DES#) 34 & 4 XK.

i ) 1% % Bt 1A
$100,000 35) B
$1,000,000 3.5/ B
$10,000,000 21 5-4F
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DESHIZ £ — X TFZEZR 2T

m STDES# AT LI, DESHS-& A £ 0450, 8. £
#rih 69 £ (S R) A feim 0315, KRR FFTAEHAEOQ -
15 8] B4R .

m ARIEX B, 19904, v &3 5543 R Eli BihamA=Adi
Shamirst 940 B AR B T £ 5 B AT F ik, X2 —AF
T F LR R A A G 7 k.

m R ARXT16DESE A 2ok, 122, 4R &R THK,
N DES T 48 A%, T #3084,

m 4o, 8% DESE—45PCH_E R E 224547 B o] 4K 33K .
E oA IE R A F T DESHS-E8r 6 204835 4
B J10-15iX —4% & .
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DESHyZ £+ — DESHIXIFRIE

m DESH X BA 4R 4R H ~ kTl BRAN, 0
DES, (z) = DES_(2)

X AR AR, A5 AR E AL TR —F,
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DESHZ &4 — 5555

m Lo R T Ak BAK, AT BHAAHK=K=...=Ks, N
ARKZ 58 B 4.
m DES F4/)-35%4R:

01 01 01 01 O1 O1 01 01
1F IF 1F 1F 1F IF 1F 1F
EO EO EO EO EO EO EO EO
FE FE FE FE FE FE FE FE
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DESHZ4 1 — $35%4

m X kl. k2 %2
DES,,(DES, (X)) = DES,,(DES,,(X))
M ARKL. k2,2 B 1% 69 F 55 4H

m DES A 12/~F % 4R
01 FE 0L FE 01 FE 01 FE
FE 01 FE 01 FE 01 FE 01
1F EO 1F EO 1IF EO IF EO
EO IF EO 1F EO 1IF E1 IF
01 EO O EO O EO O EO
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DESHIZ £ — REE R

m XERL —ANBAE R, deRIHEE 0 BAAKL, K2, FGEEB4AK3, 18

FFAHEE 6 8 X A
E1(Exo(X)) = Eia(X)
M AREZ A A8,
m DR, STAA R Bk B8 i = F e g R R AR 0 2 AR
TLRH

m X(P, C, E, D, K)Z—ANEAKRE], doRiniE FEELHEH,
HC=P, D=E, W{E, | KEK MEZ AlniFia LT & —/ %,

m 19924, K.W.Campbell, M.J. WieneriE®# T DESHRZ —/#%,

m ERW L%, —FDES, Z=ZDESH —RMHHME, HFELEH
eV R PTEGH, RmiFIE21E, 3B EHAZIA ”5’\5;%0
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Double-DES vs. Triple-DES

m C =DES (K,, DES(K,, M))

m C =DES(K,,DES(K,,DES(K;,M)))
M = DES-}(K,,DES(K,,DES(K,,C)))

m C =DES (K;3,DES (K,,DES(K;,M)))
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K = KK,

K = K,K,K,

K = K,K,K,
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4.4 Z D EAEL

m EREAETE@EX EZ3549:
STY=F(Yi, KD, YER(Y LK), AY L =Y eYq
FZUA (AY., YY) B —ARZAMER ESndy, NHAZT
%ﬁ K|£g% éﬁo
m EEI 4, FARE—HEIMAESRE—ERFT X
122], MR RA, R IRE—i T BRI —
A TATH B — R TN 58
. N . AY;5=Y 150 Y5
Yi=F(Y15, Kig), Y= F(Y 15 Kig), AY5=Y 5@ Y5

Yl* YZ* YS* Y4* Y5* YG* Y7* Y8* Y9* YlO* Yll* Y12* Yl3* Y14* Y15* Y16*
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DESZ= 43 238 2 4T

n XSRAFEAIS-R(1<[<8), (B, B*) R KEABIATH & . 4,
WA RAB, © B*, S#iHrdFRAS(B )@ S(B*)

WATFBREZS) =B B ) B ; B= }® 7 B.
5 AB(B;) |=2°=64B( =A{(B,B .)[B®B,}  eZ;
XA, FATREVH R B — M R, k64 Rk,

A AELI6A FTRE B L, 1K L8 A (AN S 1 2 22 B A Il (1 A

m X EHE—AS-EHAH 64T AR, DESHBANS - &, EAL5124 X 4%
P
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B 5% A 751101001y AT B ] RERY A A

e | T AR AT F N

0000

0001 000011,110111,001111, 1110110, 11110,011111,101010,101011

0010 000100,000101,001110,010001,010010,010100,011010,011011
100000,100101,010111,101110,101111,110000,110001,111010

0011 000001,000010,010101,100001,110101,110110

0100 010011,100111

0101

0110

0111 000000,001000,001101,010111,011000,011101,100011,101001
101100,110100,111001,111100

1000 001001,001100,011001,101101,111000,111101

1001

1010

1011

1100

1101 000110,010000,010110,011100,100010,100100,101000,110010

1110

1111 000111,001010,001011,001011,110011,111110,111111
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B HH A 1101000y AT B AT RERY AR

wWBFR | TEROMAT A 11010089 $2F (32%F)

CA G B b RAAL TR & o5 A E8AME L

0000

C;” ooo01 {000011,101011, 011110,101010, 011111,110111, 001111,111011 }= IN(B;’, C;’)

B0 000100,000101,001110,010001,010010,010100,011010,011011
100000,100101,010111,101110,101111,110000,110001,111010

0011 000001,000010,010101,100001,110101,110110

0100 010011,100111

0101

0110

0111 000000,001000,001101,010111,011000,011101,100011,101001
101100,110100,111001,111100

1000 001001,001100,011001,101101,111000,111101

1001

1010

1011

1100

1101 000110,010000,010110,011100,100010,100100,101000,110010

1110

1111 000111,001010,001011,001011,110011,1211110,111111
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2010-9-28

Ri,

I E(R.,)=E, E,

BB AR K=J, J,

SEaHN: E,©J, E,®J, ..
B,, B,

SE ek S(B,), S(B,),

E#, SR M3 R

BT A EAAUE 3L

Es
Jg
Eg © Jg»
Bs
S(Bs);

£484%
3£321=
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DESZE 73 Z A5 2 T HY JR I

ith, S-EWMATIAE/KB=Ee], % <X test(E;, E,C)={B; ®F|B,
m EF SED E EIN(E, ® E/,C))

)

E=E(R,,), J = K, s EHAE R I test(E;, E.C)T.
= WAFX BoB'=(EeJ) e (E o)) = %% —4E,EC), CRITEFN,
=EoF T ¥test,

@Aﬁ?‘%gﬁ?@%géﬂ P Tt i ¢ u ﬁ‘%'\/K"éEL(Ej, Ej*,Cj’) ) "’Tﬁ'“testz
R A
= IN(B,C)= {BEZ,5|S(B)e S(B; " B4 4 64 Ftest,Ntest, N...... P

@%V‘Q
BERASLBRTIAR, 0 es—msmums AR AR
‘ S BE—IHIARIFRE FHE
I3, Gl s A S S HRIM; RE-AESFATHE
&test.
C%%Aﬁ,% . EREASNRLEFEELAE.

%%&%?&%‘
Iz

IN( B/, C.
)A(ﬁk}v/\J
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X e R BARD Y 2 4 BARD N A 35

II.

2010-9-28

#&th*/l\(r'l)%#%ﬁgrq: ALy Ay vy K g 4{ﬁ?%*%$

A 5| IL«‘I‘&F
) 4 AL B LY, I3 B, RAFRHESH o ; ‘
BBY, foV EEZREAMETHELY fy . (EFEHLHE)

ERE—ITFEBHAL A 2/T AR T Q<j<2m) , REAEL2)
HHEA, U<j<2m) ;

FK SRREFE XY A, AFEY _FoY o e RY _FY L ESR
o,y > NEAABR GG EE A .,

FTARIY, HAINRINHHBGEAR S TFEETHEBEN
18, % AAIARE & F F4.
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=B IE

mrEAEQ: R—ANEHA7): gy Opy wees O,
Hob o AT Y, Y )£, o, (1<isr) ZF it (Y,
Y.*) 89 £ 4.

m rHFIEQ=a,, o ..., O BBER: AR FFEYH
ki, ..., kAR ¥ AR, AT (Y, Yo ) 8258 a, 8954 T,
Fige (1<i<sr) W Y, V") E5H o 9%,

mrBEFAEQ =a, oy, ..o o BEFKT: bR,
Y)W ES Ao, , Biglisr) BN, V) ESH o, N
ARBA ST (Y, Yy*) A4FAEr BAFAEQ @9 EAAZY, TN AR A 4Rt
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DESZE 43 238 24T

m 84DESE F 2145 16458 L ;

m 1046DESE £2243 s B0 L
m 1246DESE 231 F 0 L
m 14%DESE £-2393 s F 0 L
m 1646DESE 2247 B0 L

2010-9-28 ) K F T EAL AR B 128




4.6 DHBBRRIELI

m & -F %4 KECB(Electronic Code Book)

m B4R 4% 4% 7 X CBC (Cipher Block
Chaining)

m £ R 4% 7 X.CFB (Cipher FeedBack mode)

m i BA% 7 X OFB (Output FeedBack mode)
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2RI AECB T 1EA A o) 2r

W | k| HK o W | BE
Wi | AT | aaT Ll (I P

-%%ﬁwz@ﬁ IR L ALK B R EE TR, —
K& H A T e
TR TR R R A 695-12520 F & {44 & Fo k5 69 3R L,
AR IR A 2R TR I, o4 P 895-12 521,
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CBC (&g oHuEEs)

HIGRAEIV HIGRAEIV
C' 1 4 ) C:i-l
NECRF A e > NLURF A7 fifi
P i C, ! P;
&= e
C=E(P;® Ciy) P=Ci, @ D(C)

C,=E (P, ® IV)

1. WISCIR IR BT 5 W A I 2T U6 1a) I R AT W 30704
2. FHL: W AR N R I H A R —
3. AL W ICALUR A B IRLALRE 52 W 52 W AT Jm 480 20
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CBCiER

m FE RE—ANNg AR ToaanKE. FREELEALKEAFR.
1. ReE—NMRZESTEE “BHA” TR

I:)n-2 I:)n-l P

V2 V2
"D "D

Ci o C, | |Bzzidse it

I FEFH TSRS — AN 2R 89 ) A RS BBA L




‘, | |
— " =
i C,| ©—® C, —®
v v v
C,|C P |C P




CBC $51=4 &l

M i S e Ak A, RV =25 v I
SR, ek, BEEASREEIE, RAN—I12R AR

m B R R A —5e4ER, N Bk
R Em AL, 2T E| T — /4L e9 8 X948
Fleg4L, ¥#T —/ N4,

m CBCRIEWR AR 442, —NEBI ) —zEk%, ™
J= k0 BT A A ARAR BL WA B, W ff 58 A A SR4E IR,

m ER: AT CBCH A SR & Gusb ARIENLHLEM T2
, A A AR F T .




Fr 5| RS

m AR
K B L) BT A B RIAFAE
M=mgmy, ....m; ...
FiB F A R IBRAL AT A0

E,.(M)=E, (m,).E (ml)""’Ekj (m;),...

Hoop AR AR

K = KoKy ook, oo

B\ B 7 B, G B 6 B, AT B AR R aF A (
IR Y=

PRI G EAD: AR E L,
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\

Fr 5 B EOA

ATl
KA

224
751 | a e F51 | a
i —— @B -D— WP
P. C,
m C=Po K
m P,=CoK
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m A BAE R 5 B AL 5 o4l AL B R RS R+ o iE

m VigenereZ AL T VA K p 42 % AL
A F AK=(Kky,K,,...ky)
3T VAF BRST 5 5
B Bt 6 B4 5 5 =
KiK. Kgo ooy Ky Koy Ky
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m 7O B L 5 A R A
O B ERHR R — AN HIICE R, ) —AMRE S T 54 e B 51 A e B
B R SRA D BT (1, B )=k,

Co

C,

—— Cra

k=K, 5)
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m [ F 5| %A
RAR A F A AR T R, BT AEH AR R SN F R
B B4R A R

m {5 po %A
AN B F A B AT EmNASF A6 F A k. ARt e
— /B L F S AR A G AT AE NN T
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RS
o 1 o 5

D

) "Ci ) - B3P

s
<
D

WX HIEH, <RI
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RS EF Fas

Py -

feedback shift register

fa AT
— bn lgn 1 bn 2 b4 b3 b2 bl —
JS 08 BRI 2

2010-9-28 ) K F T EAL AR B 141




R A EFRLFSR

Linear feedback shift register

o H o7
~_|Ib, b, |bpy | |b, |by |b, |b, }—
]/
e LFSR#IEL 3% S MRIEW, 12154 RO B4 55 B 2
RT se K .
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Geffe &z &£ 28

b=(a rna,)D((—a)Aa,)

LFSR-2

R LS
LFSR-3
LFSR-1
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CFB (CipherFeedBack 225 7 15)

HIUGAEIV WILGEIV
NECEF G | NS
E, Dk
P, o C ‘(b P,
AN I >

Ci=Pi ® E(Ci) ‘ P=C; @ E\(C;4)
C.=P; @ E(IV)

L BAXW—NMEREEHEEI AW E XKRELE TN,
2. BWXWIL&IREPEE XN — ML, ERwEEN— 4.
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OFB (OutputFeedBack ¥ H [z 15)

YIEHAEIV VI AEIV
NECFF A7 | NECRFAEAE |
E, D,
S P P
AV \D ]
Ci=P;® S, S=E(Si.0), ‘ P=C,®S;S=E.(S,,)

S, =1V

1. OFBEAZRRHRY Mo HXHFEMLARR T RKENAXH
B R X— R AT UERN LRI A -

2. FREPEZEGW, OFBLAA LW AIKEE P HHLH
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ol
il

&
e
=
Et
=
NT=
i
DH
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5.1 AES

m 19975F £ EINISTA A2 T — 354 A TR B LB RE915 8. 49 Hn
R R0 EF)

PHESAZRA: bt A Fik A R I

m 19984NISTZE Ak & T 164ME L B ik 3215 o 58 B A 5 Kb 8
HTIX BeAE 2k F k.

m 199948 f20H it Z T MARS. RC6. RIJNDAEL. Serpent.
Twofish4F 5/~ B iEAE A Shm 2 K09 Bk,

m 2000-F10A2H, RIINDAEL &t

RIJNDAEL & kb #) B 25 24 5 %K Joan Daemen #=Vincent Rijmen
ity
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AES

m AESH)t 34
ha R A

m AES =T Ty_**° T,o T,
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B R E AR H =
1. BEERARNMEM R — AN REEE: Z,=Z/nZ
A i] 2i (mod n), MZ. ={[0],, [1] . ------, [n-1] . }

[3]¢ +[4]l6 =16, [3]c +[B]l6s =[2]6 -----.
2. Z #3F0L & 2 RIEBANFIEM RIL (LT ZIEA &
75)
2] AAEA (VXeZg [X] 6 [2]6#[1] )
2]e-[1]e=1[2]es [2e-[26=1[4]ss [2]6-[3]6=1[0]6,
2]6-[4l6=[2]e, [2]6 - [D]6=1[5]6:
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A PRIBAYE AR

1. 4wRabnEiE, NAHLEbEFa -b=1modn. ELit2:
/@‘E[ b] n’/&{q)’%’-[a] n' [b] n— [1] 1

2. JdwXa. bsnArZx, Ma-bbv5nZzE. ) FnHS5n ZEWEH
AR BAENR ], MR RIREE,

3. F6 H56EZMEHA{1, 5},
{[1]s, [5] s YO mEE, [5]¢ 0912 [5]¢ -
4. WwRpREI, {1, 2, p-LF I EpE L,

5. Z, &M RARN Ak A, AFOR AR E BARNRIEM RAE, Zp
SR AN A ik Ao AN FOEM IR, LA ZAF,
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KR ETHEILEREA

m N Fda>b20 a=beq,+r,;
m 4 ged(ab) b=r, » g, +1
If b=0 return a; _ . 2 N 2
return ( gcd(b, a mod b)) [1=f> * Q373

m A Ta>b >0 i
a=beq+r Osr<b _
ged(a, b) = ged (b, r) M2=Tq ® Oyl

N3=l2 ® Ox.1tlq
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n=0 M | e
Ne-2="e-1 ® Qg2 Tk ged(ryo, Me1)= s
Me3=Me2 ® Q-1 ¥l gcd(ry.ss Me2)= 9€d(rip, Me1)= M

v

v

=y Qz*r; gcd(ry, rp)=ged(ry, r3)=ese=r,
b=r, * g,+r, gcd(b,ry)=gcd(ry, r,)=eee=r,,
a=beq,+tr gcd(a,b)=gcd(b,r))=se=r,

v

v
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a=beq,+r; r,=a-beq;=s;a+t,b

b=r; « g,+r, r,=b-r, » g,= b-s,a+t;b « g, =s,a+t;b
r=ry*qz+r; r3=r;- Iy * Q3 = S,a+t,b

M-3=T2 ® k-1t k1 Me1=Tc3™ ez ® Ok = Sk2@+ oD

M-2= N1 ® Q2 T 1= =1 o g ® Oxp = Syg@ttqb

n=1 1=r,.=gcd(a,b)=s-a+t-b

MRa,bER , NFEESHE:
Sea=1 modDb

sEaAfIENKT: s=almodn

2010-9-28 ) K F T EAL AR B 153




A BRI E A=

m XpAFEHK
FoL 49 2 IR X AR 3R,
)R E#MATRT L Z AKX, NF K]/ f(x) #mx, HpmAis
LE
AT — AR RIRF, FEFHphfm, REFFEFmFIM.

m Xp=2 (F%)
F, L&) % 5 X A2KF, [X]:
a, (X™+ ... +a,x+a,, L£+a€F,,=0,.,m-1, a=0orl
Hf(X)RF, L8R RT S AN, F,x]/ f(X)— A% T8 tF,
) 3 RXABRHMREIIR, i HF 8 GF(28) .
T VAR 84 — it F) ¥ aya, - - -a, kR TGF(28) Leg—A~Z KA.
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(1) AES — inZ3A(AddRoudKey)

a, JIGF(28)F 11 7 %,
a;; + kij%jGF(ZS)D fpe:|

/all e Qg ) /k11 kle )
a= (aij)4><Nb L | Kj= (kij)4><Nb S :
Ka41 a4Nb/ \k41 k4Nb/

(8, +ky o A,k
Aj@)=(a)+k=| i .

\a41+k41 a4Nb+ko)
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(2) AES — S-&( ByteSub)

n EAE T EA IR GF(28)=F,[X]/(m(X)) #47

,a=0
t(a) = {
a=0
A F m(x)= x8+x4+x3+x1+1 XA BRIg_E BYIZ E R D AESH

m GHEH: a—L,(a), EIF GF(28)=F,[X]/(x*+1) #AT

Suy(@(x)) = (u(x) (la; mod(m(x))+v(x)mod x* +1) ,

y=Ax1+b
m ByteSubZERF 3 F LM LT, RIETAESHIEL M.
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(2) AES — S-&( ByteSub)

m f PRI E e ms ET AR B A R4 % | XA

m S, (a(X)T AR T ARGF(28) L ég % X,

m S, (X) = 05x254+09x253 +FOx251+ 25x247 +F4x239 +01x223
B5x191 +8Fx127+63

2B 5K P A SR WAL 16E R H R T
N Su,vﬂﬁfﬁf VAR T A GF(28) 3| GF(28) a R 4T, # R —/ ik
HE.




Y
0 1 2 3 4 5 6 7 8 9 a b C d e f
O |63 I7C |77 [7B {F2 |6B |6F |C5 |30 {01 |67 |2B |FE {D7 |AB |76
1 |{CA |82 |C9 |7D |FA {59 |47 |FO |AD |D4 | A2 |AF {9C (A4 |72 |C0
2 |B7 |[FD |93 |26 |36 |3F |F7 |CC 134 {AS |ES {FlL {71 $D8 131 333
3 |04 |C7 |23 JC3 |18 96 (05 |9A |67 [12 180 (B2 {EB |27 B2 {75
4 |09 |83 [2C [1A |[IB [6E |SA |AO0 |52 [3B |D6 |[B3 |29 |E3 |2F |84
5 |53 |DI {00 |ED {20 |FC |Bl [SB |6A |CB |BE [39 [4A {(4C |58 [CF
6 |DO.{EF |AA |FB {43 {4D |33 |8 |45 |F9 {02 [7F 150 i|3C |9F |AS8
7 |51 LA3 140 |8F {92 |9D [38 |F5 {BC |B6 DA 21| W V'FF |83 (D2
¢ 8 ./ 1CDONBC |13 ABCJSE [ 97 |44 |17 §CA JAT-LTE ()30 164 15D J'19 1| 73
9 |60 |81 [4F |DC |22 |2A [90 |88 |46 |EE |B8 |14 |DE |S5E |0B |DB
A tEO |32 '|3A 10X 149 106 [24 |SC {C2 DI {AC 162 }91 195 [E4 |79
B |E7 |C8 |37 |6D |8D [D5 |4E [A9 |6C [ 56 |F4 |[EA |65 |7TA |AE [ 08
C |BA |78 125 |ZEqL1€C 1A6 B4 |C6 | ES: |DD |74 | IF [4B 4BD ‘| 8B (J8A
D {70 |3E |B5 66448 |03 |F6 |OE {61,135 {57 B9 [8, jClL11D |9E
E |El |LF8 98 111 ¢)69 (D9 ASE 194 [9B |1E | 87 {E9 |CE |35 [28 |DF
F [8C |Al |89 |OD |BF |E6 [42 |68 |41 |99 [2D |OF |BO |54 |BB |16
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(3) AES —7%15E & & #a(MixColumn)

PR S 425 09—/ 7)) A A GF(28) L4 % S
t(X) = tox3+,X%+t X+,
GRS RIERT A
d(x) = a(x) t(x) mod (x4+1) XANE IR IRFR HAESHIRIEE
a(x) = {03}x3*{01}x?* {01}x*{02}

il it % R KX Rk FeBARIE Fd(X) 89 Z 2T AR AT 9 4B 1% T A2

d, 02 03 01 O1)¢, 02 03 01 O1
d | |01 02 03 o1t | . 41?‘ 0 01
— 1‘[’ELIM_ 1A Elz% 1T
d,| |01 o1 02 03]t 03
d,) |03 01 o1 02)\t, 03 01 01 02
Hy(T) = MT
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(3) AES —%1|3E & T #r(MixColumn)

B (a3t ax? +axt +ag) - (tpx3+ X2 +t,xt +t;)

X6 X° x4 x3 X2 x1 X0
a, t a,t, a,t, a, t
a, t a, t, a, t, a, t
a, t a,t, a,t, at,
a, t ast, a,t, ast,
X2(x*+1) | -agts -at;
xH(x*+1) -a, i, -8, {5
-a,t, -a,t,
X1(x4+1) -a t -3, L
-a, t, -3, b
-ast, Azl




(3) AES —%13E & T #(MixColumn)

B (a3t ax? +axt +ag) - (tpx3+ X2 +t,xt +t;)

NG NG x4 x3 %2 x1 %0
agts | agt, | @ty | apt
a1 a a4, 1y
atl AN
asly

X2(x4+1) -a5t,
xL(x4+1) -a, 1,
a3ty
x(x4+1) -a, t,
“a,t,
-Ag




(3) AES —%1|3E & T #r(MixColumn)

B (a3t ax? +axt +ag) - (tpx3+ X2 +t,xt +t;)

X6 X® x4 x3 X2 x1 X0
ag ts agt, ao ty ag by
a, b, a, ty a, t,
a, t, a,t,
ast,
X2(x4+1) asts
x1(x4+1) a,t,
ast,
x1(x4+1) aty
a, t,
as i,




(3) AES —%1|3E & T #r(MixColumn)

m GF(28) L&) % MK AR S AKX (XA +D)MR—AIR, AR, B AHx4+1
FRERTHZ MK, (x*+1)=(x +1)*

ER (X4 +1) F X+ A3+ 6x2 + 4x + 1

CoX3+ CX2 +C Xt +a,=(ax3+ ax? +a xt +a,) - (tx3+ t,x? +t,xt +t;) (mod x4 +1)

C0 aO
¢ |_| &
C2 a'2
C3 a3
JEAESY
02
01

M =
01
03

a3 a4 @
a'0 a3 a2
a1 aO a‘3
a2 al a‘0

0

[y

=MT

N

~ e~ e~ "~

3

a(x) =03x3+ 01x? + 01x + 02 (mod x* +1)
a(x)1= 0Bx3+ 0Dx? + 09x + OE (mod x* +1)

03 01 01 OE OB OD 09
02 03 01 M= 09 OE OB 0D
01 02 03 OD 09 OE OB
01 01 02 OB 0D 09 OE

& JRGF (28) / (x* +1) 2
— /IR, R AN,
B2, AESiE#F®9a (x) 2
AT,

— /IR RRBEANATUE
HA B, AETEL
T REA Y,

GF (28) / (x* +1) #8471

HREL (x4 +1) AE
A i,




(3) AES —%1|3E & T #r(MixColumn)

(X +1)2=x2+2x+1 ?
(X +1)2=x2+x+x+1 =?
(X +1)2=x2+x+x+1 =x2+1
GF(28) L #9 % K49 & AR GF(28) 89 L&
GF2®)+F ey tH1+1?
B AESY GF(28)#9 L& 9 —it 4| & 7%, 1=(0000 0001).
GF(28)89 LAt hnik B3 — it mik,  FTVA
(0000 0001) + (0000 0001) =0
GF(28)¢91t— L% a=(a,a5 aza, 8,3, a,8,) ¥ %1% L-a = a.

AF I K

Darrell Hankerson4r, #4[ wh &k B35 35|46, w-F Tk iprst, 20054F.
Z PR Tl TIRS AR ARG E R, T T49H 5 AESH EAECCH IEAT
RAZE X,




(4) AES —1T#{iZ#e (ShiftRaw)

% 04T A2

TR EBINF T
2ATHBIR EAG 2577 ;
BT EFSINF 7 ;

E E RN
W W W
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5.2 IDEA

m International Data Encryption Algorithm

m IR T F R R FE. James Massey A4 49 o4
% A

m 128455840, 644x440,

m RABHIEN, FHRBENTAHZAMEF: 1)RIEFR, 2)
A26553648 41, 3) A65537 R k.
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5.3 Blowfish

m Bruce Schneierizit.

m X4 K A32 hitF)448 bit.

m E324x b AL T R L An AR, BAT T A 1844
FE 3.

m SEARM T E4A.

m E AL AT FLAR B XE
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5.4 RC5

Ron Rivest A4 64 3+ AR 440 55 21

E A AL TR 3R FIE AT

E MR F KRGS EHAT (16, 32, 64)
T B3R K 4 (03]255)

=T & KE 6 %47 (0%]2040 bit)

m RC5-32/12/16: RC5-F KGRI/ FEAF KA
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6. Shannon I

m C(k)={eX) | x €P}
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Shannon £ == S

4t

n —/NERRFIA - EREK, R TR X € PA=
y €C, APX]|y)=P(X).

&%mv‘té‘n BXYE, X695 IR 5 T X6 e 3k
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Shannon £ == S

4t

m F|f]Bayes< 3,
s+ FFTA #9x € PFay € C, P(x|y)=P(X) F#HF
TR 89X €PAy €C, P(y|x)=P(y).

n NGREAEZNYEC, P(y)>0

m B RAEZWXCP, xHEZ My €C, P(y|x)=P(y)>0.

m B, sfEZNY CC, —Z 2V HFhE—NEAKBE
e (X)=y. XA K| >|C|
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REZEK
m I HEBE TR

m FEL BB E A G 5

m FHRINREBEEYRIE, SPNHL R, Feistels A
J& 32

n TR FABAE N RE T I,

m ERAESE A6 EAL,

m TR T k.
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KB 2%

m FFRCryptAPl, PKCS#w

n AR EZRRBEENTHARERBHATHAR G E X,
n 55 RiEGDESHE %

R AESH F kB % BAESHE %,

e EmE ik,

B30 5 B Hoik W ot de b
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