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Abstract—The advances of Radio-Frequency Identification
(RFID) technology have significantly enhanced the capability of
capturing data from pervasive space. It becomes a great challenge
in the information era to effectively understand human behavior,
mobility and activity through the perceived RFID data. Focusing
on RFID data management, this article provides an overview of
current challenges, emerging opportunities and recent progresses
in RFID. In particular, this article has described and analyzed
the research work on three aspects: algorithm, protocol and
performance evaluation. We investigate the research progress in
RFID with anti-collision algorithms, authentication and privacy
protection protocols, localization and activity sensing, as well as
performance tuning in realistic settings. We emphasize the basic
principles of RFID data management to understand the state-
of-the-art and to address directions of future research in RFID.

Index Terms—RFID, data management, anti-collision algo-
rithms, authentication and privacy protection, localization and
activity sensing, performance evaluation.

I. INTRODUCTION

S A TECHNOLOGY for automated identification of ob-
A jects, RFID (Radio-Frequency IDentification) has gained
significant momentum in the past few years. Recently RFID
has been more and more frequently introduced in applications
like retail and distribution, target monitoring and tracking, etc,
as elaborated in literatures [1], [2], and [3]. The most impor-
tant reason of such phenomenon is that, by leveraging the
RFID technology, we are able to embed the intelligence into
each physical object in a low-cost approach. In this way, the
“passive intelligence” is effectively realized in the ubiquitous
space, which can be regarded as a right candidate for green
communications [4][5]. As such a novel technology, RFID
has provided us with 1) the capability to uniquely identify
the objects in the physical world and 2) a passive, battery-
free interconnection mechanism. Furthermore, the dropping
tag costs and vigorous RFID standardization have accelerated
the wide-spread usage of the RFID technology.
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In conventional RFID applications, the items are attached
with RFID tags and densely placed in a large scale. The RFID
tag is a small mircochip attached with an antenna in a package.
During the scanning process, the RFID reader powers up and
transmits a continuous wave to energize the tags. The tag then
responds to the reader with tag-carried information by mod-
ulating the backscattered signals. The reader further decodes
the signal and obtains the corresponding information [6][7][8].
In this way, the RFID system can not only “identify” but
also “locate” the labeled item, by providing the information
including the “identity” as well as the “location”. Here, the
“identity” is precise information extracted from the tag, while
the “location” is usually inaccurate information estimated
according to environmental parameters. Furthermore, these
RFID applications often involve lots of human activities, in
order to precisely understand human behavior, mobility and
activity through the perceived RFID data, it is essential to ef-
fectively manage RFID data to extract the useful information,
while ensuring the overall performance. How to effectively
manage RFID data? As a matter of fact, several properties are
essentially required for effective RFID data management. We
elaborate on these properties as follows:

« Efficiency: while interrogating a number of tags, two met-
rics are highly pertinent to efficiency, i.e., time efficiency
to reduce the total scanning time, and energy efficiency
to reduce the total power consumption.

o Trustworthy: the communication between the reader
and tags should be both privacy-preserving and anti-
counterfeiting.

« Localizability: the objects or people should be accurately
located within the specified range of time delay.

« Reliability: in realistic settings, the RFID system should
be able to tackle with issues like signal interference,
multi-path effect and energy absorption.

These properties basically belong to the nonfunctional
requirements for RFID systems. According to the above
descriptions, it is essential to provide some mechanisms
to effectively satisfy the above nonfunctional requirements.
Therefore, several new research topics are necessarily to
be addressed for RFID data management. Specifically, they
include anti-collision algorithms, authentication and privacy
protection protocols, localization and activity sensing, as well
as performance tuning in realistic settings. Fig. 1 illustrates
these research topics corresponding to the above properties. In
fact, these research topics are not independent of each other,
but are correlated with each other. Besides, since these topics
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mainly focus on different layers of the protocol stack, the
relationship between these topics and the protocol stack is also
shown in the figure. This figure provides us a clear structured
framework of these research topics.

The main contributions of this article are summarized as
follows:

o We investigate the current challenges and emerging op-
portunities in managing RFID data, and provide some
guidance and substantial lessons learned in the research
of RFID data management.

o We emphasize the basic principles of RFID data manage-
ment to understand the state-of-the-art research achieve-
ments. Furthermore, we present comparative studies over
existing approaches to analyze their features specifically
and concretely.

e We provide a long term vision for future research di-
rections, with more emphasis on insights into future
challenges and opportunities in RFID research.

The rest of this article is organized as follows. We first
present the challenges and opportunities for RFID data man-
agement in Section II. We then respectively introduce the
research progresses of anti-collision algorithms, authentication
and privacy protection protocols, as well as localization and
activity sensing in Section III, IV, and V. After that, in
Section VI we further provide a summative discussion from a
more realistic perspective, i.e., performance tuning in realistic
settings. We envision the future research directions in Section
VII and conclude in Section VIII.

II. CHALLENGES AND OPPORTUNITIES FOR RFID DATA
MANAGEMENT

Compared to the other intelligent systems like two-
dimension code, sensor network, etc., the current design of
RFID system has provided us the following opportunities for
effective RFID data management [9]:

1) RFID tags can be automatically identified in a non-

contact approach.

2) RFID tag contains a certain number of logical gates,
which support simple logical processing in the tag side.

3) RFID tag is able to store some data permanently in its
tiny on-board memory.

4) The backscattered signal from RFID tag has properties
like any other wireless devices, e.g., the received signal
strength (RSS).

5) RFID tag is very cheap, which makes the large scale-
deployment become possible.

Nevertheless, there exist some significant challenges that
must be overcome before the benefits are realized. The major
challenges of managing RFID data are summarized as follows:

1) The communication link between the RFID reader and
the tag is not stable, which is susceptible to issues
like signal interference, multi-path effect and energy
absorption. Unlike those battery-powered systems, the
passive RFID system is especially vulnerable to the
ambient noises and interferences due to the backscatter
property. For example, the missed reading phenomenon
is very common for RFID systems even in a relatively
ideal situation close to free space. How to deal with the
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TABLE I
CHALLENGES AND OPPORTUNITIES FOR RFID DATA MANAGEMENT
(C DENOTES CHALLENGES, O DENOTES OPPORTUNITIES)

PHY Layer MAC Layer | APP Layer
Anti-collision Al- C:(2),3) C:(2)
gorithm 0:(2) 0:(2)
Authentication & C:(2),3)
Privacy Protection 0:(1),(4) 0:(2),3)
Localization & Ac- | C:(1)
tivity Sensing 0:4) O:(1),(5)
Performance C:(1) C:(3)
Tuning in Realistic
Settings

unstable communication is really a challenging problem
for passive RFID systems.

2) Due to the scarce resource in the tag side, the logical
processing in the tag is required to be simple enough,
the storage requirement in the tag should be limited to
several kilobytes. Therefore, it is actually very difficult
to implement comprehensive and powerful functions in
the RFID systems while satisfying the scarce resource
constraint.

3) There already exists an industry standard ISO 18000-
6C (also known as EPC Class 1 Generation 2) which
specifies how RFID readers identify and read RFID
tags, the design of protocols and algorithms over RFID
systems should conform to the standard, or at least be
subject to minor changes. In contrast with the other
wireless devices like sensor nodes, smart phones, etc,
since the chips in the tags conventionally cannot be
reprogrammed, the only part we can freely reprogram is
the RFID reader, still the standard should be conformed.
Any solutions which requires to substantially change the
tag’s execution logics are considered to be impractical
for RFID systems.

Therefore, in order to effectively investigate into the tech-
niques of managing RFID data, one intuitive thinking is to
sufficiently leverage the potential opportunities to overcome
the emerging challenges. In order to distinguish these opportu-
nities and challenges more closely, Table I has categorized the
above challenges and opportunities according to the research
topics and involved layers in the protocol stack. In this way,
we can get a better understanding of how to deal with these
challenges and opportunities.

III. ANTI-COLLISION ALGORITHMS IN RFID SYSTEMS

In conventional RFID applications, a large number of RFID
tags are widely deployed in the specified regions. In order to
identify these tags in a fast approach, it is essential for the
RFID reader to utilize an anti-collision algorithm to effectively
read these tags one by one. In wireless environment, conven-
tional wireless devices mainly leverage CSMA/CA to realize
the communication among multiple devices, e.g., the 802.11
protocol series. Being different from the conventional wireless
devices, the RFID tag is a rather simple wireless device with
scarce resource. The tags are unable to self-regulate their radio
transmissions to avoid collisions. Specifically, the tag does
not have enough processing capacity and energy to realize
the above competition mechanisms to avoid transmission
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Fig. 1. New Research Topics in RFID Data Management

collisions. Therefore, effective anti-collision algorithms should
be customized for RFID systems. Klair et al. provided an
overview of RFID anti-collision protocols [10]. Here, to be
more specifically, we further classify and elaborate the princi-
ples of the most recent research progresses. In the following
subsections, we first introduce the anti-collision algorithms in
tag identification, then, two kinds of ingenious techniques are
respectively introduced, i.e., estimating the tag size and polling
the tags based on the anti-collision algorithms.

A. Tag Identification

In regard to the features of RFID system, an effective
tag identification protocol is expected to have the following
properties: 1) Simple: the processing logic of the protocol
(including the execution flow and the state transition) should
be as simple as possible, due to the scarce resource in the tag;
2) Efficient: when interrogating a large number of tags, the
protocol should provide a light-weight communication mech-
anism to avoid unnecessary transmissions of control messages.
In this way, the high throughput and low transmission delay
can be guaranteed.

The current anti-collision algorithms can be divided into
two categories: the tree based anti-collision algorithms [11, 12]
and the slotted ALOHA based anti-collision algorithms [13—
18]. The former leverages the binary search tree to divide the
collided tag set into two subsets in a recursive approach. In
regard to those tag sets with opportunities of collisions, the
“keeping silent” mechanism is used to resolve the collision
problems. The method to divide the sets is comprised of
the random binary tree algorithms and the query binary tree
algorithms. Myung et al. [11] proposed an adaptive tree-based
anti-collision algorithm to efficiently identify the tags. Pan et
al. [12] proposed a smart tree traversal mechanism based on
the query tree, which conducts the tag identification with low
delay.

The ALOHA protocol is first used for random access in
packet radio network. In order to improve the efficiency of tag
identification in RFID systems, the slotted ALOHA protocol
[13, 14] is proposed to effectively resolve the collisions. The
slotted ALOHA protocol combines a certain number of time
slots into a “frame”. During the interrogation, the reader sends
a continuous wave to energize all tags in the effective scanning

APP Layer

TABLE II

MAC Layer

th

COMPARATIVE STUDY OF THE TWO KINDS OF ANTI-COLLISION

ALGORITHMS

Binary tree-based anti-
collision algorithms

Slotted ALOHA-based
anti-collision algorithms

Advantages Normally deterministic al- | The randomized algorithm
gorithm is used. is used with a good perfor-
The query tree-based al- | mance on average.
gorithms do not require | The randomization makes
to store the intermediate | the results over slots meet
state variable. a certain probability distri-
bution, facilitating various
statistical analysis.
Disadvantage§ For the query tree-based | The randomness of the al-

algorithms, the delay for
tag identification is sub-
ject to the length and dis-
tribution of tag IDs.

gorithm makes the “star-
vation problem” possible,
some tags can never se-
lect a singleton slot to re-

spond. In the worst case,
the delay approaches +co.

range. At the beginning of each frame, the reader broadcasts
the frame size f to the surrounding tags, i.e., the number
of slots in the following frame. After each tag receives the
frame size f, it randomly selects a slot from the Ist slot to
the fth slot in this frame and responds to the reader. If the tag
successfully responds, i.e., no collision happens in the selected
slot, then the specified tag is kept silent in the following query
rounds; otherwise, the tag will continue to select another slot
in the next frame to resend the ID. Therefore, there exists one
of the following situations for each slot within the frame: 1)
empty slot: no tag responds in this slot; 2) singleton slot: only
one unique tag responds in this slot; 3) collision slot: multiple
tags respond in this slot. Each kind of slot gives different
information. Currently, the slotted ALOHA protocol has been
adopted in the EPC C1G2 standard.

In Table II, we respectively compare the two kinds of anti-
collision algorithms in terms of advantages and disadvantages.
Generally speaking, there are pros and cons to both kinds of
algorithms.

In regard to the slotted ALOHA protocol, the frame size
for each query round is of crucial importance to the overall
performance for identification. For a given tag set, if the frame
size is too large, then most of the slots in this frame will
be empty slots, causing the waste of slots; if the frame size
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Fig. 2. (a) Given the tag size n = 100, the relationship between the read efficiency % and the frame size f. (b) As the tag size n varies, the maximum

read efficiency obtained when f* = n.

is too small, then there will exist transmission collisions for
most of the slots, causing most tags to retransmit in the next
query round. Hence, the frame size should be dynamically
adjusted according to the number of tags in the current
query round. Therefore, many researchers have investigated
into this problem. Schoute et al. analyze the impact of the
dynamic frame size selection on the reading performance in
slotted ALOHA protocol [15]. Floerkemeier et al. propose the
strategy of optimizing the dynamic frame size, according to the
Bayesian probability model [16]. Vogt et al. leverage Markov
process to model the identification process, and calculate a
series of the optimized frame sizes during the interrogation
process [17].

Lee et al. further derive the optimal dynamic frame sizes
to maximize the channel efficiency [18]. Their research con-
clusions indicate that, if the frame size used in each query
round is equivalent to the number of tags to be identified,
then the maximum efficiency can be achieved for the channel.
The detail principle is described as follows: assume the current
number of tags within the effective scanning range is n, the
frame size is f. As the number of tags in each slot conforms
to the Binomial distribution, then, the expected number of sin-
gleton slots in this frame is E[n;] = nx(1—1/f)"'. In order
to maximize the channel efficiency ”71, i.e., the ratio of the
number of singleton slots to the frame size, we get the value
of f through the extremum of ’}—1: %}}]N =0— f*=mn,
then the maximum channel efficiency is ni/f* — 1/e. In
Fig.2(a) and Fig.2(b), we provide more detail descriptions for
the above properties. Fig.2(a) depicts the impact of the frame
size f on the channel efficiency, when the tag size n = 100.
Note that as the frame size gradually increases from 1 to 400,
the read efficiency gradually increases to the maximum value
% and then decreases. The maximum efficiency is achieved
when f = 100. Fig.2(b) depicts the impact of the tag size n
on the channel efficiency, when the optimal frame size f* =n
is used. Note that when the value of n is small, the optimal
efficiency is larger than é, e.g., when the tag size n = 1,
the optimal efficiency is 100% if the frame size is set to 1.
As the value of n gradually increases, the optimal efficiency
quickly converges to % It implies that, the local optimal read

efficiency in a query round approaches to % when n > 5, if

the optimal frame size f* = n is used. If this strategy is used
for each query round, then the overall efficiency is close to %
Since % is the upper bound of the overall efficiency, then the
global optimal efficiency is also achieved with this strategy.
The above anti-collision algorithms are conventionally de-
vised towards fairly idealized settings, without sufficiently ad-
dressing the difficulties in real applications, e.g., the frequent
movement of tags, the signal interference among multiple
RFID readers, the signal attenuation and multi-path effect,
etc. Therefore, a few research work start to focus on and
try to solve the above problems. Due to the limited scanning
range of a single RFID reader, multiple readers are con-
ventionally deployed in the application scenarios. Since the
former research work mainly focus on resolving the collisions
among multiple tag transmissions, without considering the
signal interference problem among multiple readers, literature
[19, 20] propose optimized activating and scheduling schemes
for multiple readers. In this way, multiple readers are able
to collaboratively avoid the signal transmission collisions.
Furthermore, by utilizing the mobile RFID reader, Sheng et al.
develop efficient schemes for continuous scanning operations
defined in both spatial and temporal domains [21]. Their
basic idea is to fully utilize the information gathered in the
previous scanning operations to reduce the scanning time of
the succeeding ones. The former research work mainly devise
optimized schemes to identify statically deployed tags in fairly
idealized settings, without considering the impact of some
ubiquitous issues like path loss in the mobile environment. In
regard to this problem, Xie et al. propose a probabilistic model
for RFID tag identification [22], according to the continuous
changing properties of signal attenuation. Based on this model,
they devise optimal parameters for the tag identification,
which conforms to the EPC Gen2 standard. Moreover, in
order to execute the continuous scanning with mobile reader
for tag identification in realistic settings, Xie et al. conduct
comprehensive experimental study on mobile RFID reading,
and design very efficient algorithms to maximize the time-
efficiency and energy-efficiency by skillfully adjusting the
readers power and moving speed [23]. In order to identify
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the RFID tags towards the specified area, Yin et al. propose a
“focus and shoot” method for efficient tag identification, based
on extensive empirical study on RFID systems [24].

B. Estimating the Tag Size

With the further extension of RFID applications, a number
of applications only require some statistical information for
data analysis and mining. In this situation, the RFID system
only requires to quickly estimate the statistics, instead of
identifying the tags one by one. One of the most important
statistics is the tag size, i.e., the overall number of tags.
Moreover, the slotted ALOHA protocol based on dynamic
frame sizes also requires to estimate the current tag size for
determining the frame size. Therefore, recently there are many
research work which focus on how to fast and accurately
estimate the overall tag size. The core idea is as follows: since
the slotted ALOHA protocol requires the tags to randomly
select the slots to respond inside the frame, then it is possible
to leverage the statistics regularities in the randomized algo-
rithm to estimate the tag size. Specifically, according to the
current protocol in EPC Gen 2 standard, the number of empty
slots, singleton slots and collision slots actually conform to
the Binomial distribution in a statistical approach. When the
number of samplings for slots is large enough, the number of
tags can be effectively estimated according to the Binomial
distribution.

Based on the above idea, Kodialam et al. propose a fast
and reliable estimation mechanisms for tag size in a practical
approach [25]. The major idea is as follows: assume in a
certain query round with fixed frame size f, as the overall
number of tags n increases, the number of empty slots is
expected to decrease, the number of collision slots is expected
to increase, while the number of singleton slots is expected
to first increase and then decrease. Therefore, the number
of empty slots (collision slots) is monotonically decreasing
(increasing) with the overall number of tags. Fig.3 depicts
the normalized expected number of empty/singleton/collision
slots as the ratio of 2 varies, here the number of slots is
normalized to a real number in the range O through 1 by
dividing the frame size f. Based on the probabilistic model of
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TABLE III
COMPARISON OF ALGORITHMS FOR TAG SIZE ESTIMATION

Estimation | Compatibility| Indicator for Estima- | Probability Model
Algorithm | with Slotted | tion
ALOHA
[25] Compatible The number of | Binomial
empty and collision | distribution
slots
[26] Compatible The number of | Posterior probability
empty, singleton and | model based on bi-
collision slots nomial distribution
[27] Compatible The first slot with tag | Binomial
response distribution
[28][29] Not The fringe of colli- | Geometric distribu-
Compatible sion slots tion
[30] Compatible The average run- | Binomial
length of ones in the | distribution
bit string received

Binomial distribution, the authors present unified estimation
algorithms according to the empty slots and collision slots,
and they further reduce the estimation errors through repeated
sampling.

Although the number of singleton slots is not monotonic to
the overall tag size, the tag size cannot be estimated purely
from the number of singleton slots, nevertheless, the number
of three kinds of slots together can help to estimate the tag
size in a more accurate approach. Hence, Chen et al. present a
posterior probability model based on the observed number of
empty/singleton/collision slots [26]. They propose an accurate
tag estimate method by maximizing the posterior probability.

The above mechanisms all require a large number of sam-
plings over the three kinds of slots to improve the estimation
accuracy. In fact, some other properties can be leveraged to
accurately estimate the tag size in a faster approach. Han
et al. propose an efficient and anonymous scheme for tag
size estimation [27], which leverages the position of the first
reply from a group of tags in a frame. Moreover, in order
to tackle with the multiple reading problem, i.e., one single
tag can be interrogated multiple times with multiple readers,
Chen et al. present a replicate-insensitive estimation scheme
[28], which eliminates the multiple reading in multi-reader
scenarios. The authors further propose an adaptively splitting-
based arbitration protocol [29]. This protocol requires a single
tag to select multiple slots in a frame to respond, according
to the Geometric distribution. Specifically, each tag have a
probability of % to respond in the ¢ — 1th slot. Then, the
tag size can be effectively estimated according to the fringe
of collision slots in the frame. Shahzad et al. propose a new
scheme for estimating tag population size called average run
based tag estimation [30]. The technique is based on the
average run-length of ones in the bit string received using the
standardized framed slotted ALOHA protocol. It is easy to
deploy because it neither requires modification to tags nor to
the communication protocol between tags and readers. Table
IIT provides a comparison of the above algorithms for tag size
estimation.

Instead of simply estimating the tag size, a number of
researchers start to investigate how to realize more compli-
cated data analysis and mining over RFID systems. Sheng et
al. consider the problem of identifying popular categories of
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RFID tags out of a large collection of tags, without reading
all the tag data [31]. They propose effective algorithms based
on the idea of group testing, which can efficiently derive
popular categories of tags. Kodialam et al. propose a privacy-
preserving estimation mechanism over dynamically moving
tags in applications like object tracking [32]. This mechanism
can fast count the number of tags moving from location A
to B during the time interval (¢1,t2). In this way, the traffic
can be effectively tracked without exactly reading the tag IDs.
In general, research work in this area are relatively rare. With
the further extension of RFID applications, efficient techniques
for data analysis and mining over RFID systems will attract
widespread attentions and in-depth studies.

C. Polling the Tags

Instead of obtaining all tags’ IDs in the effective scanning
range, some applications only require to poll the tags in a
specified tag set, verifying whether these tags are missing.
For example, in regard to the applications like warehouse
management, assume that each of the goods is attached with
an RFID tag with unique ID, the administrator should check
the specified inventories according to the list of goods. In this
situation, it becomes an essential problem to devise efficient
polling protocols over the RFID tags, such that both the
time efficiency and energy efficiency can be achieved. A
straightforward solution is to realize the following “roll call”
mechanism: the reader continuously broadcasts the tags’ IDs
according to the check list. After each tag ID is broadcasted,
the reader will wait for the specified tag to return a short
response. If a short response is obtained, then it implies that
this tag exists in the scanning range; otherwise, this tag is
expected to be missing. However, there are a number of
disadvantages for the above mechanism: 1) it is not compatible
with the slotted ALOHA; 2) the transmission delay of the
tag ID with 96 bits is fairly large, the efficiency is greatly
reduced. Therefore, many researchers have investigated into
this problem, and tried to design efficient polling protocols
based on the slotted ALOHA, aiming to sufficiently reduce
the overall scanning time.

Note that during each query round of the interrogation, each
of the activated tags will “randomly” select a slot to respond
inside the frame. However, due to the simplicity of the tag’s
design, it is rather difficult to realize the “pure randomness”.
Instead, the “pseudo randomness” is used as follows: For each
query round the reader first broadcasts a random number r to
the tags. After that, each of the activated tags will compute
a pseudo random number s as the selected slot number, here
s = hash(ID,r)mod f, ID and f respectively denote the tag
ID and frame size. The above “pseudo randomness” implies
that, in regard to a specified tag, once the random number r
and the frame size f is set, the corresponding slot selected by
this tag inside the frame is determined. This property makes
it possible for efficient polling over the tags. Since the tag
IDs in the specified tag set can be known in advance, then
before interrogating the tags, the reader can precompute the
expected state for each slot accordingly. The expected state
for each slot can be empty slot, singleton slot or collision slot.
Therefore, in regard to a specified slot, if this slot is expected
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to be singleton/collision slot but turns out to be empty, then
it implies that the tag(s) mapping to this slot is(are) missing.
Fig.4 gives an example of the polling mechanism. As the figure
shows, the dotted box denotes the missing tag, while the solid
box denotes the existing tag. Assume that the tag E/, F' and H
are missing, if the corresponding slots turn out to be empty,
then the tags can be determined missing. However, if the tag C'
is missing, the corresponding slot still turns out to be collision
slot due to the existence of the tag B and D. In this situation,
the tag C' cannot be identified as missing, resulting in the
false positive error. The above polling mechanism provides a
theoretical foundation to recent research work.

Based on the above understanding, Li et al. study a
practically important problem of monitoring a large set of
RFID tags, i.e., efficiently identifying the missing tags in a
large RFID system [33]. Based on the “pseudo randomness”,
they design a series of missing-tag identification protocols
that employ novel techniques to reduce the execution time.
In order to deal with the problem of collecting real-time
information from a set of battery-powered active tags, Qiao
et al. propose a tag-ordering polling protocol [34] that can
reduce per-tag energy consumption by more than an order
of magnitude. Moreover, they apply partitioned Bloom filters
to further enhance the performance, such that it can achieve
much better energy efficiency without degradation in protocol
execution time. Chen et al. respectively propose a single-
hash and a multi-hash based information collection protocol to
address the above problem [35], which dramatically reduces
the expected execution time. In order to meet the requirement
of prompt and reliable batch authentications in large scale
RFID applications, Yang et al. propose an identification-free
batch authentication protocol based on the polling mechanism
[36]. Conventionally, in order to authenticate a large number
of tags, the reader should identify and authenticate the tags
one by one, which requires a large amount of scanning
time. Based on the “pseudo randomness”, this batch authen-
tication protocol greatly reduces the overall scanning time,
while guaranteeing the probability of false positive error to
be below the specified threshold. Being different from the
above research work, which mainly poll over all tags in
the scanning area, Zheng et al. address the problem of fast
searching a particular subset in a large number of RFID tags
[37]. They utilize Bloom filter-based compact approximators
to efficiently aggregate and exchange the tag information
with a two-phase approximation protocol, which significantly
reduces the searching time. Generally speaking, these polling
mechanisms mainly leverage the pseudo randomness in the
slotted ALOHA protocol to effectively reduce the additional
cost of uniquely identifying the tags. Nevertheless, since there
exist the false positive errors for the polling mechanisms,
optimized algorithms are proposed to reduce the probability
of false positive errors.

D. Summing Up Challenges and Opportunities

According to the above recent research progress, we sum-
marize the challenges and opportunities for anti-collision
algorithms in Table IV, respectively for the tag identification,
estimating the tag size, as well as polling the tags.
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TABLE IV
CHALLENGES AND OPPORTUNITIES FOR ANTI-COLLISION ALGORITHMS
Mechanism | Challenges Opportunities
Tag Iden- | Ensuring time-efficiency | Dynamically adjusting
tification in realistic situations. the parameters like

the reader’s power, the
scanning angle, and the
frame size can effectively

positive/negative errors.

improve the actual
performance.
Estimating | Ensuring both the | The regular probability
the  Tag | accuracy and the time- | distribution in  Monte
Size efficiency for estimation. Carlo method contributes
to accurate estimation.
Polling Ensuring time-efficiency | Pseudo randomness can
the Tags while reducing false- | be leveraged for effective

polling.

IV. AUTHENTICATION AND PRIVACY PROTECTION
PROTOCOLS

The premise of efficient RFID data management is to
guarantee the security and privacy of RFID data. The threats
of RFID systems mainly come from the unauthorized access
to the tags and the existence of counterfeit tags. Specifically,
the security problem is how to effectively authenticate the tags
when there exist counterfeit tags; the privacy problem is how
to prevent the illegal access from the readers to preserve the
users’ privacy.

For conventional solutions in network security, there are
already some encryption and decryption algorithms like DES,
AES, RSA and ECC. They can implement functions like
encryption and authentication, such that the illegal access,
spoofing, eavesdropping and replay attack can be effec-
tively resisted. However, they require a large number of
logic processing units on the chip, e.g., AES requires about
20000~30000 logic gates, whereas RSA and ECC require
more logic gates to implement their functions.

Due to the low cost limitation of RFID tags, conventionally
one RFID tag can only have 5000~10000 logic gates. More-
over, these logic gates are mainly used to implement the basic
functions of the tag, leaving very few gates for the security
functions. Besides, the tag’s on-board memory is also rather
limited, conventionally the EPC memory can only store 96

bits, while the user memory can only store 512 bits. Hence,
the tag’s scarce resource cannot support the implementation
of the above encryption and decryption operations. Therefore,
the greatest challenge to the security and privacy protection
in RFID systems lies in how to implement the authentication
and privacy protection protocols in a lightweight approach. In
the following subsections, we elaborate more on the related
research work respectively in physical mechanism-based so-
lutions, symmetric-key encryption-based solutions, and hash
function-based solutions.

A. Physical Mechanism-based Solutions

The privacy problem of RFID system is caused by the
lack of authentication when the RFID reader interrogates the
tags. Without the privacy protection, any RFID reader can
privately interrogate the surrounding tags to obtain their ID.
In regard to those encrypted tags which cannot be directly
identified, they can still be tracked by the illegal readers
according to the backscattered encrypted messages. In order to
protect the users’ privacy in RFID systems, a straightforward
approach is to utilize the physical mechanism-based solutions,
which mainly include tag killing, electrostatic screening, active
jamming and blocking.

The tag killing is actually a brute-force operation. In order
to prevent a tag from illegal eavesdropping, the reader simply
deactivates a tag by sending a “kill” command with a tag-
specific PIN. When a tag receives a “kill” command from
the reader, it renders itself permanently inoperative. In this
respect, the killing operation leads to loss of primary functions
for RFID tags, while preventing arbitrary interrogation and
tracking from illegal users, since “dead tags tell no tales”.
Apparently, it is not a very reasonable solution to completely
deactivate a tag. Sarma et al. propose a solution to partially
erase the unique part of identification code while keeping the
other part including the category ID [38]. In this way, the
tag can be prevented from being tracked, while sacrificing the
unique identification. Inoue et al. propose to use a new identifi-
cation code to replace the former code for unique identification
[39]. The former identification code can be reactivated when
the tag is recycled. In consideration of reusing the tags, the
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“sleep” mechanism [39] can be used to render the tags only
temporarily inactive. The tag can be appropriately “waked up”
when it is needed.

The electrostatic screening is to place the tag into a con-
tainer which can physically screen the tags from interrogation.
This mechanism needs an additional device like Faraday cage
[40] as a shield against the electromagnetic coupling. Active
jamming uses a device to actively broadcast the interfering
signals to prevent the unauthorized read-write operations over
tags. Lim et al. propose an active jamming mechanism relying
on masking of the identifier at the PHY layer [41]. In their
cross-layer framework, the bit-collisions are induced between
the backscattered tag identifier and a protective mask, such
that a legitimate reader can be allowed to recover the tag
identifier but an illegitimate party would not be able to do
so. The blocking method uses a special blocking tag to
prevent unwanted scanning of tags, by exploiting the anti-
collision protocol. Juels et al. propose the above idea of
blocking tag based on the tree-based anti-collision protocol
[42]. Specifically, a blocking tag impedes RFID scanning by
simulating collisions in the singulation tree. Fig.5 depicts the
framework of the above jamming or blocking-based protocols.
Generally speaking, a blocker tag or a privacy enhanced device
is used to actively broadcast a collision-bit mask when the
legal or illegal readers are interrogating the tags. Then the
legitimate reader further communicates with this device to
recover the ID from the collision bits. Therefore, this device
works as a proxy for the privacy-preserving interrogation.

Moreover, recently some researchers are using the sig-
nal spectral feature in physical layer to implement secure
authentication in RFID systems. Kulseng et al. propose a
lightweight solution to mutual authentication for RFID sys-
tems in which only the authenticated readers and tags can
successfully communicate with each other [43]. Their proto-
cols are realized utilizing minimalistic cryptography such as
Physically Unclonable Functions (PUF) and Linear Feedback
Shift Registers (LFSR), which are very efficient in hardware
and particularly suitable for the low-cost RFID tags. By
utilizing the dynamic bit encoding in the physical layer, Sakai
et al. propose two novel RFID backward channel protection
protocols for privacy protection against correlation attacks in
RFID backward channel [44]. By leveraging the physical layer
features, these protocols are able to greatly reduce the compute
complexities in privacy protection and authentication.

1301

B. Symmetric-key Encryption-based Solutions

1) Symmetric-key Encryption: The public key encryption
is a powerful technique which can effectively implement
the encryption and electronic signature. However, due to its
complex operations, the public key encryption cannot be
implemented in the RFID system, since the resource in the
RFID tag is too few to support it. Therefore, the RFID system
usually leverages the symmetric-key encryption to implement
the security and privacy protection, as it has a much simpler
processing logic. Specifically, the symmetric-key encryption
can be used to authenticate the tags. Algorithm 1 depicts
the protocol of authenticating the tags with the symmetric-
key encryption [45]. In this protocol, any tag shares a distinct
symmetric-key with the RFID reader.

Algorithm 1 Authenticate the tags with the symmetric-key
encryption
1: The tag transmits the identifier 7; to the reader to identify
itself.
2: The reader generates a random bit string R and transmits
it to the tag.
3: The tag encrypts the bit string R with its key k;, i.e.,C =
E;[R], and transmits C' to the reader.
4: The reader locally computes C' = E;[R], and verifies if
C’" = C. If yes, then the tag is authenticated.

Although the above protocol can authenticate the tags, it
cannot effectively protect the privacy of the tag. As in step
1 the tag needs to transmit the identifier 7; to the reader,
all adjacent RFID readers can overhear this message, which
completely exposes the privacy of the tag. On the other hand,
if the tag does not transmit the identifier 7; to the reader,
then the reader cannot quickly find the corresponding key k;
to support the following operations. In order to protect the
privacy during the authentication, in fact there exists a straight-
forward solution with poor performance: In comparison to
Algorithm 1, the first step is omitted, the tag does not need
to transmit the identifier 7; to the reader, instead it directly
transmits the ciphertext C' = Ej;[R] according to the received
bit string R. After receiving the ciphertext C, the reader locally
enumerates all possible k; to compute C' = Ey;[R], if there
exists some key k; to satisfy C; = C, then the tag with the
corresponding key is the one being authenticated. Assume
that there are n tags in the search space, then the compute
complexity of the search operation is O(n). When the value
of n is large, the time cost of the search operation is unac-
ceptable. In order to address this problem, many researchers
start to focus on how to fast search the data according to the
received ciphertext. Song et al. propose practical techniques
for searches on encrypted data [46]. Wang et al. propose
private information retrieval techniques using trusted hardware
[47, 48]. In order to fast search over the encrypted data, Chiu et
al. maintain a monotonically increasing counter in the tag, and
use it to conduct fast searching based on the binary splitting
method [49].

2) Light-weight Solution: When the length of the key k; is
large enough (more than 128 bits), it is rather difficult to derive
the key k; within a short time simply according to the bit string
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R and the ciphertext C. In this situation, the symmetric-key
encryption-based protocols have high security. However, due
to the limitation of manufacturing cost, the off-the-shelf RFID
tags often have limited memory which is less than 512 bits,
the number of logical gates is also very limited. In practical
use of RFID systems, the length of bit string R, C' and k;
is much less than the expected value to achieve the security
standard. For example, Texas Instruments Inc. has devised the
encrypted RFID tags used for vehicle security alarm systems.
In consideration of the tag cost, the length of the bit string R
and the key k; is only 40 bits, the length of tag response C'
is only 24 bits. In this situation, techniques like the reverse
engineering and password cracking can be used to crack the
encryption systems. In order to address the above problem,
the researchers have proposed various kinds of lightweight
solutions to guarantee security. DESL [50] is a lightweight
extension based on the traditional encryption protocol DES. It
is specially devised to accommodate the resource requirement
for those tiny computing devices like the RFID tags. HIGHT
[51] is a protocol based on block encryption algorithm, which
utilizes the 64-bit block and 128-bit key. The subkeys are
generated during the process of encryption and decryption,
which has a low requirement for the hardware resources.
Realizing that most lightweight protocols are not fully con-
forming to the Gen2 standard, Sun et al. propose a novel
authentication protocol based on Gen2, called Gen2+, for low-
cost RFID tags. Gen2+ is a multiple round protocol using
shared pseudonyms and Cyclic Redundancy Check (CRC) to
achieve reader-to-tag authentication. Their protocol follows
every message flow in Gen2 to provide backward compatibility
[52].

3) Efficient Key Management: Recently a number of re-
searchers have turned their attention to the privacy-preserving
authentication in RFID systems. The key technical issue is
how can a reader and tag that share a secret efficiently
authenticate each other without revealing their identities to
an adversary [53]. In order to tackle the above problem, an
essential method is to implement the efficient key management
in RFID systems. Based on how keys are managed in the
system, the privacy preserving tag authentications proposed in
the past can be mainly categorized into tree-based and group-
based approaches.

The tree-based approaches employ tree structures to achieve
fast authentication, which allow any pair of tags to share a
number of key components. Dimitriou propose a lightweight
protocol to the RFID privacy problem, which has the potential
to guarantee user privacy without requiring changes to existing
infrastructure or reducing business value from the use of RFID
technology [54]. Lu et al. propose a strong and lightweight
RFID private authentication protocol, SPA [55]. By designing
a novel key updating method, they achieve the forward secrecy
in SPA with an efficient key search algorithm. To address the
heavy computational demand for the tree-based authentication,
Li et al. design two privacy-preserving protocols based on
cryptographical encoding [56], which significantly reduces
both authentication data transmitted by each tag and computa-
tion overhead incurred at the reader. To address compromising
attacks in the tree-based key management structure, Lu et al.
propose an anti-compromising authentication protocol [57],
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which employs a novel sparse tree architecture, such that the
key of every tag is independent from one another.

The group-based approaches are another novel authentica-
tion schemes which improves the tradeoff between scalability
and privacy by dividing the tags into a number of tags. Hoque
et al. propose a group-based anonymous private authentication
protocol, which provides unlinkability and thereby preserves
privacy [58]. The adversary cannot link the responses with
the tags in the protocol, even if he/she can learn the identifier
that the tags are using to produce the response. Based on the
group-based method, Gong et al. design a fine-grained batch
authentication scheme [59], which provides authentication
results with accurate estimates of the number of counterfeiting
tags and genuine tags.

While a tree-based approach achieves high performance in
key authentication, it suffers from the issue of low privacy
should a fraction of tags be compromised. On the contrary,
while group-based key authentication is relatively invulnerable
to compromise attacks, it is not scalable to the large number of
tags. Therefore, recently several new techniques are proposed
for private authentication based on various structures. Sakai
et al. propose a new private tag authentication protocol based
on skip lists [60]. Without sacrificing the authentication per-
formance, their scheme provides a strong privacy preserving
mechanism. In order to achieve forward secrecy and resistance
to attacks, Yao et al. propose a lightweight RFID private
authentication protocol based on the random walk concept
[61].

C. Hash Function-based Solutions

In comparison to the symmetric-key encryption, in most
cases an equivalent security mechanism can be implemented
using the hash functions, but the implementation logic can be
greatly simplified. Therefore, in recent years many researchers
have focused on implementing a lightweight security mech-
anism using the hash function-based solutions. In regard to
the RFID systems, although the implementation logic of hash
function is fairly simple, it still exceeds the resource limitation
of RFID tags. Therefore, the hash function in the RFID system
should be further simplified. It is found that, the hash value
can be derived from a pool of random bits pre-stored in the
tag’s onboard memory [33]. First, a string of 200 random bits
can be generated for each tag by an offline random number
generator, using the tag ID as the seed. The random bits are
then stored in the tag. These bits form a logical ring. Then the
hash function H(ID,r) returns a certain number of bits after
the rth bit in the ring. 200 random bits provide 200 different
hash values, which are sufficient for general purpose usage.

The hash function-based protocols mainly include the hash-
lock protocol, the randomized hash-lock protocol, and the hash
chain protocol. Instead of using the real tag ID T}, the hash-
lock protocol [62] utilizes the metal D (the hash value of the
tag’s key) for effective authentication to the RFID reader. In
this way, the tag’s ID can avoid being revealed. However,
as the metalD keeps unchanged for any tag, if the fixed
metalD is used in each response for a specified tag, then the
RFID system is vulnerable to malicious tracking and replay
attacks. The randomized hash-lock protocol [63] utilizes a
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COMPARISON OF AUTHENTICATION AND PRIVACY PROTECTION SOLUTIONS

TABLE V

Compute Complexity in
Tag Side

Scope of Applications

Resource Requirement

Flexibility

Physical
Mechanism-
based Solutions

Very simple. The tag is
not required to implement
the logic for security and
privacy protection.

Passive tags with very
limited processing capac-
ity.

Very few requirements,
but additional devices are
required to provide secu-
rity and privacy protec-
tion.

Not flexible. The tag is ei-
ther screened or fully ex-
posed.

Symmetric-key
Encryption-
based Solutions

Complex.  20000-30000
logical gates are required.

Active tags or passive tags
with higher processing ca-
pacity to conduct encryp-
tion and decryption.

High requirement. Enough
processing and storage ca-
pability should be guaran-
teed.

Very flexible. Encryption
and decryption can be ef-
fectively implemented.

Hash Function-

Simple. A simple hash

Passive tags to conduct

Few requirements. A hash

Flexible. “Forward secu-
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Fig. 6. The diagram of the hash-lock protocol and the randomized hash-lock protocol
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random number-based inquiry and response mechanism. When
the reader interrogates the tag, the tag first generates a random
number R using the pseudo random number generator, then it
computes the hash value V' = Hp,, (ID||R), finally it sends
the hash value V' and R to the reader. The reader conducts
exhaustive search over the tags and computes all possible hash
values V' = Hye, (ID||R) according to the tag ID. If V/ =V
for a certain tag ID, then the reader successfully identifies the
tag. The above mechanism can prevent the tag from replying
a fixed message in each response, which can effectively avoid
malicious tracking. But it cannot prevent the replay attacks,
since the illegal user can overhear the random number R and
the corresponding hash value V, and replay this message when
the reader interrogates the tags, pretending to be the specified
tag. Fig.6 provides the diagram of the hash-lock protocol and
the randomized hash-lock protocol.

The hash-chain protocol [64] utilizes a shared secret-based
inquiry and response mechanism. In this protocol, the reader
and the tag share two hash functions G and H, as well as
a random initial identifier s;. When the reader interrogates a
tag, the tag responds the current identifier r, = G(s) to the
reader and locally updates sx+1 = H(sx). The reader searches
the database with the identifier r; to authenticates the tag,
and updates sj, to synchronize with the tag. This mechanism

leverages the “forward security” property of hash functions
to update the tag response with each interrogation. In this
way, the replay attack can be effectively avoided. However,
the attacker can maliciously interrogate the tag multiple times,
which breaks the synchronization between the reader and the
tag. In this case, the authentication mechanism cannot work

properly.

D. Comparative Study

In Table V, we compare and analyze the three kinds of
solutions from four aspects: compute complexity, scope of
applications, resource requirement and flexibility. Note that
there are pros and cons for these three kinds of solutions. It
is essential to choose a reasonable solution according to the
specific application requirements and resource limitations.

E. Summing Up Challenges and Opportunities

According to the above recent research progress, we sum-
marize the challenges and opportunities for authentication and
privacy protection in Table VI, respectively for the physical
mechanism-based solution, symmetric-key encryption-based
solution, as well as Hash function-based solution.
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TABLE VI
CHALLENGES AND OPPORTUNITIES FOR AUTHENTICATION AND PRIVACY
PROTECTION
Mechanism Challenges Opportunities
Physical Implementing in a recy- | The signal spectral feature
mechanism cled and delicate approach | in physical layer can be
instead of brute-force ap- | used to mitigate comput-
proach. ing resource requirement.
Symmetric- Complex operations and | Lightweight encryption
key high requirement for com- | and fast searching over
encryption puting resources. encrypted data can be
used to complement the
protocols.
Hash func- | Encryption and decryption | Forward security can
tion cannot be effectively im- | be cleverly leveraged
plemented. for lightweight
authentication.

V. LOCALIZATION AND ACTIVITY SENSING

In a number of RFID-based applications, the users conven-
tionally have more demands than simply identifying the RFID
tags. They require not only to “identify” the tags but also to
“locate” the tags. The properties of the RFID tags like the re-
ceived signal strength (RSS) have brought new opportunities to
conduct accurate localization. For example, the backscattered
signal strength has a significant reverse relationship with the
distance between the reader and the tag. Generally speaking,
as the distance increases, the backscattered signal strength
is monotonically decreasing. Moreover, due to the far field
propagation and the backscatter property, the signal strength
is rather sensitive to the distance in the limited scanning range.
Therefore, it is possible to measure the distance according to
the backscattered signal and further estimate the location. By
effectively leveraging the above information, the RFID system
is able to accurately locate the objects.

Furthermore, it is noted that the backscattered signal
strength is also very sensitive to the surrounding environment,
i.e., the RSSI for a tag changes significantly when an object
(e.g., a person) is passing by it. Therefore, a tag-free RFID-
based activity sensing is inspired from the above phenomenon.
In this section, we respectively introduce the research progress
in localization and activity sensing based on RFID technology.

A. Accurate Localization

In regard to the localization, there are three key performance
indicators as follows:

o Accuracy: the object should be accurately located to
satisfy the demand for context-aware or location-based
services in pervasive applications, i.e., the estimation
error for localization should be made as small as possible.

o Time-efficiency: if the object is continuously moving, it
is crucially important to locate the object in a real-time
approach, i.e., the localization should be executed within
specified time delay.

o Cost: the localization conventionally requires some pre-
cision instruments to measure the critical parameters,
therefore, a cost-effective localization system is usually
more preferred.

Besides, there are a number of performance indicators for the
localization, including the fault tolerance, energy-efficiency,

etc. The importance of these indicators depends on the partic-
ular application requirements.

Generally speaking, RFID-based localization can be classi-
fied into tag localization and reader localization. In the tag
localization, each object to be located is attached with an
RFID tag and one or more RFID readers are deployed in the
environment. A server gathers data from the readers, executes
a localization algorithm and notifies the result to the object.
In the reader localization, the object carries an RFID reader
and a set of RFID tags are deployed in the environment. The
object uses the reader to actively obtain its own location. In the
following, we respectively introduce the principles and related
work in the tag localization and reader localization.

B. Locate the Tags

In regard to the tag localization, the tag is usually located
according to the Received Signal Strength Indicator (RSSI).
A straightforward approach to use RSSI is building a model
to depict the mapping relationship between the RSSI and
the distance. In this way, the actual distance between the
tag and the reader can be measured by the received signal
strength in the reader. Moreover, the measured distances from
an unknown tag to several RFID readers constrain the presence
of this tag. The exact location of this tag can be effectively
estimated by using the method of trilateration or multilatera-
tion. Therefore, for the distance-based positioning, the most
important thing is how to measure distances in the physical
world. In theory, radio signal strengths diminish with distance
according to a power law. A generally employed model for
wireless radio propagation is proposed in [65]. However, the
radio propagation in RFID systems is severely impacted by
the issues like ambient noises, path loss and multi-path effect,
which makes the above model rather unreliable. How to
eliminate such effect so as to enhance the indoor localization
performance is a big challenge. Many ranging techniques are
proposed and developed in RFID systems. Hightower et al.
present SpotON [66], a new tagging technology for 3D local-
ization based on radio signal strength analysis. They propose
an aggregation algorithm to minimize signal strength error
relative to empirical data. After mapping the signal strength
measurements to an approximate distance, they aggregate the
values to triangulate the precise position of the tagged object.
Most existing indoor positioning systems can’t adapt to the
environmental variations well, as they need an accurate signal
propagation model. Xiao et al. propose an environmental-
adaptive RSSI-based indoor positioning approach using RFID
[67], in which the parameters of signal propagation model are
updated online in a closed-loop feedback correction manner.
Brchan et al. propose a real-time localization system [68],
using efficient multiple propagation models to compensate for
the drawback of the received signal strength technique.

Another approach to use RSSI is collecting the fingerprints
of the measured RSSI at each location of the positioning
area. Suppose multiple readers are deployed in the positioning
area, when a tag is deployed at the labeled location, the RSSI
fingerprint can be collected by measuring the received signal
strength at each reader. In this way, the RSSI fingerprint
is recorded as a vector, with its size equal to the number
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of readers. This process is known as site survey. Then, in
regard to the target tag at an unknown location, the measured
RSSI is matched with recorded fingerprints. The location of
the most similar fingerprint is returned as the location of
the target object. The idea of RSSI fingerprint is nowadays
widely used in wireless indoor localization. Realizing the site
survey involves intensive costs on manpower and time, Yang
et al. investigate novel sensors integrated in modern mobile
phones and leverage user motions to construct the radio map
of a floor plan [69], which is previously obtained only by
site survey. Similarly, Rai et al. present a system that makes
the site survey zero-effort, by enabling RSSI fingerprint to
be crowdsourced without any explicit effort on the part of
users [70]. In regard to RFID systems, Deyle et al. propose a
new mode of perception that produces images of the spatial
distribution of RSSI for each of the tagged objects in the
positioning area [71]. The intensity of each pixel in the “RSSI
image” is the measured RF signal strength for a particular tag
in the corresponding position.

In order to further improve the overall accuracy of lo-
cating objects, the concept of reference tags is proposed.
LANDMARC [72] is one of the first research work to locate
the RFID tag based on the reference tags. It employs the
idea of having extra fixed location reference tags to support
location calibration. These reference tags serve as reference
points in the system. When locating a target tag, the readers
simultaneously interrogate the target tag and the reference
tags, and get the RSSI from these tags. Then, by comparing
different RSSI values of the reference tags with the target
tag, the target tag can be located from the nearest neigh-
boring reference tags in terms of RSSI value. In this way,
the environmental dynamics can easily be accommodated.
Their approach helps offset many environmental factors that
contribute to the variations in scanning range, because the
reference tags are subject to the same effect in the environment
as the tags to be located. However, LANDMARC suffers from
two drawbacks. First, it does not work well in a closed area
with severe radio signal multi-path effects. Second, to further
improve the localization accuracy, more reference tags are
needed which is costly and may trigger the RF interference
phenomenon. Based on this understanding, the VIRE system
[73] is further proposed to overcome the above drawbacks
without additional cost. They leverage the concept of virtual
reference tags to maintain a proximity map for each reader.
An elimination algorithm is used to eliminate those unlikely
locations to reduce the estimation error. Realizing that the
reference tags may introduce some side-effect like providing
some unreasonable signal strength, Nick et al. propose to
use unscented Kalman filter to help reduce the localization
errors [74]. Khan et al. make an attempt to extend the
LANDMARC algorithm by introducing the “z” coordinate
[75]. They utilize the passive tag instead of active tag, which
essentially cuts the cost of localization system drastically.
Chen et al. design an adaptive, accurate indoor localization
scheme using passive RFID systems, i.e., the adaptive power
stepping and the adaptive calibration, which can adaptively
adjust the critical parameters and leverage the feedbacks to
improve the localization accuracy. The realistic experiment
results indicate that they can achieve an accuracy of 31 cm
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Fig. 7. An example of the reference tag-based localization

within 2.6 seconds on average [76]. Fig.7 shows an example
of the reference tag-based localization, the reference tags
are deployed in known positions, the target tags are located
according to the nearest neighbors in terms of RSSI. The
readers are usually deployed on the boundary of the location
area to interrogate these tags.

Besides using the RSSI as the measurement for localiza-
tion, recently a number of researchers attempt to use the
phase of the received signal as a measurement to execute
the localization. Nikitin et al. propose three main techniques
based on PDOA (Phase Difference of Arrival) [77]: TD (Time
Domain), FD (Frequency Domain), and SD (Spatial Domain).
Miesen et al. present a localization method based on phase
values sampled from a synthetic aperture by a RFID reader
[78]. The calculated result is a spatial probability density
function that reveals the actual RFID tag position. Wille et
al. propose a phase difference based RFID navigation for
medical applications [79]. They applied a machine learning
algorithm to phase difference data gathered from multiple
RFID receivers. In addition to this, the Angle of Arrival (AOA)
mechanisms are also explored for accurate localization in
RFID systems. Azzouzi et al. present new measurement results
for an Angle of Arrival (AoA) approach to localize RFID tags
[80]. The AoA is estimated using the phase differences in
the complex baseband signals of adjacent antenna elements
within one array. Wang et al. consider direction-of-arrival
estimation techniques for application to near-field narrowband
RFID problems [81]. They examine the use of a pair of RFID
antennas to track moving RFID tagged items through a portal,
which yields a simple way for identifying the direction of the
tag movement.

C. Locate the Readers

In reader localization, an object carrying an RFID reader is
located by communicating with some RFID tags deployed in
the environment. Specifically, the tags generally work as the
anchor nodes with accurate positions in the deployment area,
the reader is then located according to the backscattered signal
from the scanned tags. Compared with tag localization, reader
localization reduces infrastructure cost by using cheap tags
instead of expensive readers. Realizing that frequent occurred
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TABLE VII
COMPARATIVE STUDY OF THE LOCALIZATION SOLUTIONS
Accuracy Time-efficiency Deployment Cost | Hardware Cost
Range-based localization | Low High Low Low
using RSSI (RL)
RSSI fingerprint-based lo- | High High High Low
calization (FL)
Reference tag-based local- | Median Low Median Low
ization using RSSI (RTL)
Phase-based localization | High Median Low High
(PL)
Angle of Arrival based lo- | High Median Low High
calization (AAL)

RFID faults greatly affect the localization accuracy, in order
to tackle this problem, Zhu et al. propose an effective fault-
tolerant RFID reader localization approach suitable for the
above situations, and illustrate how to measure the quality
of a localization result [82]. In order to deal with the noisy
RFID readings gathered in object tracking applications, Yang
et al. propose a hybrid method for tracking mobile objects
with high accuracy and low computational cost [83], such that
the computational cost of filtering the noises can be greatly
reduced.

D. Activity Sensing

Activity sensing has drawn many attentions in recent years,
and it has yielded lots of research results. Most of them are
related to vision-based schemes and surveillance technologies.
The surveillance technologies are further classified into the
Bluetooth, infrared, ultrasonic and sensor based solutions.
These solutions mainly require fairly expensive equipments
to capture scenarios as video or other sensor data, moreover,
a lot of energy is expended for these equipments during the
procedure of activity sensing. These issues greatly limit the
range of applications, as most pervasive applications cannot
afford such a huge overhead in terms of both deployment cost
and energy consumption.

Therefore, a low-cost, low-power technology is desperately
required for activity sensing. Technological advances in RFID
has provided the opportunities for activity sensing in an eco-
nomically attractive approach. By exploiting the phenomenon
that RSSI changes significantly when an object is passing
by, Liu et al. propose to use RFID tag arrays for activity
sensing in a device-free approach, i.e., the tracking objects
do not need to attach any transmitters or receivers, such as
tags or readers [84]. By developing a practical fault-tolerant
method, they offset the noise of RF tag data and mine frequent
trajectory patterns as models of regular activities. Zhang et al.
further propose TASA, a tag-free activity sensing using RFID
tag arrays for location sensing and route tracking [85]. Being
different from the previous scheme [84], TASA uses passive
tag arrays together with a few active reference tags, instead
of all active tags. Moreover, by reducing noise in the readings
of passive RFID tags, TASA is much effective for locating
multiple moving objects.

E. Analysis

In order to get a better understanding of the features for
the aforementioned localization schemes, we compare their

performance in terms of accuracy, time-efficiency, deploy-
ment cost and hardware cost. Here, the accuracy denotes
the precision of localization, the time-efficiency denotes the
locating speed, the deployment cost denotes the human cost
of deploying the localization system and getting the training
data, the hardware cost denotes the fixed cost of the RFID
readers and tags in the localization systems.

Table VII depicts the performance comparison of the lo-
calization solutions. In order to make it clear and concise,
in the following we respectively use the abbreviations RL,
FL, RTL, PL and AAL to denote the corresponding location
schemes. In regard to the accuracy, FL, PL and AAL all
achieve high accuracy in localization, the localization errors
can conventionally be limited to at most 0.5m. RTL achieves
a median accuracy by limiting the errors to at most Im. RL
achieves a low accuracy with the localization errors of at most
Sm. In regard to the time-efficiency, both RL and FL achieve
high-efficiency since they only require to obtain the RSSI
from the target tag. PL and AAL achieve median-efficiency
as more refined data are required and more computations are
involved in the localization. RTL achieves low-efficiency in
time, because the RSSIs from multiple tags are required to be
obtained, which can be very time consuming. In regard to the
deployment cost, RL, PL and AAL have a low cost as only the
RFID readers are required to be deployed. RTL has a median
deployment cost since the reference tags are necessarily to
be deployed in advance. FL has a high deployment cost as
collecting the training data of RSSI fingerprints is rather time-
consuming and inconvenient. In regard to the hardware cost,
RL, FL and RTL have a low cost in hardware as conventional
off-the-shelf RFID readers can effectively collect the RSSI
for localization. PL and AAL introduce a high cost since they
require precise instrument to obtain the measurements like the
phase and angle of signals.

F. Summing Up Challenges and Opportunities

According to the above recent research progress, we sum-
marize the challenges and opportunities for RFID localization
and activity sensing in Table VIII. We believe that, by suffi-
ciently exploring the underlying opportunities in localization
and activity sensing, the challenges can be gradually over-
come to finally achieve accurate and real-time perception of
locations and activities.
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TABLE VIII
CHALLENGES AND OPPORTUNITIES FOR RFID LOCALIZATION AND
ACTIVITY SENSING

Mechanism | Challenges Opportunities
RFID lo- | The unstable communi- | The low cost and battery-free
calization cation in the backscat- | property make large scale de-
ter channel makes accu- | ployment of reference tags pos-
rate localization hard to | sible. The sensitivity to ambient
achieve. environment contributes to ac-
curately depict the differences
among various positions.
Activity Complex activities can- | It is possible to implement
sensing not be accurately per- | device-free activity sensing by
ceived in a real-time ap- | exploring the sensitivity to the
proach due to the limited | surrounding mobile environ-
perception in RFID sys- | ment in RFID system.
tems.

VI. PERFORMANCE TUNING IN REALISTIC SETTINGS

As a new emerging technology, RFID has been widely
explored from various aspects by a lot of researchers in recent
years. However, most former research work mainly consider
optimized design of algorithms and protocols under a rela-
tively ideal transmission environment, and evaluate the perfor-
mance through simulations. As a matter of fact, a number of
physical factors in realistic transmission environment, like path
loss, energy absorption and signal interference, have brought
great unreliability to normal operations in RFID systems.
Therefore, it is essential to consider the performance tuning
in realistic settings, such that the performance of algorithms
and protocols can be guaranteed for realistic applications.

A. Critical Factors for System Performance

In realistic settings, a lot of factors can impact the perfor-
mance of RFID systems, in the following we elaborate those
critical factors which are closely correlated with the system
performance.

The reader’s power: If the reader’s power is too small, then
the effective scanning range is reduced. In this situation, some
tags cannot be activated as the incident power is below the
activation threshold, or the reader cannot successfully resolve
the backscattered signal as the backscattered signal noise ratio
is rather low. If the reader’s power is too large, then the
effective scanning range is increased. In this situation, the
backscattered signal strength of some tags is greatly increased,
amplifying the signal interference among tags.

The path loss, multi-path effect, and energy absorption: All
the three issues can lead to the signal attenuation in RFID
systems, which greatly impacts both the forward link trans-
mission (from the reader to tag) and reverse link transmission
(from the tag to reader).

The signal interference: As multiple readers are convention-
ally deployed in RFID applications, there exist three kinds
of interference in RFID systems: (1) tag-tag interference:
multiple tags respond to the reader simultaneously and cause
collisions at the reader, (2) reader-tag interference: response
from the tag to a reader is “drowned” by the signal from
another reader, (3) reader-reader interference: signal from
multiple readers collide at a tag. The above interference can
cause bit errors during data transmission, thus reducing the
reading efficiency of RFID systems.
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The deployment of tags: If the tags are densely deployed, the
incident power from the reader can be fully diluted among the
tags, and the signal interference and energy absorption can be
aggravated among the tags. For a specified tag, if the incident
angle of the power parallels the tag’s plane (also known as
the tag antenna’s plane), then it is impossible for the tag to
backscatter a strong enough signal. Hence, the incident power
should be perpendicular to the tag’s plane as much as possible.
Table IX illustrates the impact of these critical factors on the
system performance metrics, including the scanning range,
read throughput and energy consumption.

B. Experimental Findings

Since the above factors are ubiquitous in the realistic
settings, it is very difficult to achieve good performance
according to the algorithms and optimized parameters derived
from ideal settings. Therefore, in recent years a lot of re-
searchers have paid attention to the performance tuning for
RFID systems in realistic settings. In order to depict the impact
of communication error on the anti-collision performance of
Gen2 RFID system, Kawakita et al. provide experiment results
to prove that the bit errors in physical layer greatly reduce the
overall performance [86]. Buettner et al. examine the perfor-
mance of EPC Class-1 Gen-2 UHF RFID systems in realistic
settings, and identify factors that degrade overall performance
and reliability with a focus on the physical layer [87]. They
find that physical layer considerations have a significant im-
pact on reader performance, and that this is exacerbated by
a lack of integration between the physical and MAC layers.
Aroor el al. use a simple, empirical, experimental approach
to evaluate the performance of the commercially available
RFID systems [88]. By varying the reading distance between
the reader and the tags, they examine various performance
parameters in various environments (including free space,
near-water and near-metal environment). Ramakrishnan et al.
provide comprehensive performance benchmarks for passive
UHF RFID systems [89], which can effectively depict the
reading efficiency of RFID systems in realistic settings. Jeffery
et al. conduct experiments in realistic settings and find that
within each reader’s detection range, a large difference exists
in reading performance [90]. Specifically, within each readers
detection range, there are two distinct regions: the major
detection region and the minor detection region. The major
detection region is the area directly in front of the reader,
giving high detection probability, and the minor detection
region extends from the end of the major detection region
to the edge of the detection range, where the read ratio drops
off to zero at the end of the detection range. Xie et al. show
the first comprehensive experimental study on mobile RFID
reading performance based on a relatively large number of
tags [23]. By making a number of observations regarding
the tag reading performance, they have a few important new
findings from the experiments. For example, the probabilistic
backscattering is a ubiquitous phenomenon of the RFID sys-
tem in realistic settings, which has an important effect on the
reading performance. Besides, it is not wise to blindly increase
the readers power for tag identification, which can degrade
the overall performance including the effective throughput and
energy consumption.
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TABLE IX

CRITICAL FACTORS FOR SYSTEM PERFORMANCE
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Scanning Range

Read Throughput

Energy Consumption

Reader’s power

The effective scanning range in-
creases/decreases as the power is
increased/decreased.

If the power is too small, some
tags cannot be effectively activated
or identified; If the power is too
large, the interferences among tags
are increased, thus the throughput
is reduced.

The energy consumption
increases/decreases as the power
is increased/decreased.

Path loss, multi-
path effect, en-
ergy absorption

Signal attenuation is caused, thus
the effective scanning range is re-
duced.

Some tags in the normal scanning
range cannot be effectively acti-
vated or identified, the throughput
is reduced.

The reader has to increase the
power to compensate the energy
loss in signal propagation, the en-
ergy consumption is increased.

Signal interfer-

ence

The backscattered signals of some
tags cannot be effectively resolved
due to the interference, the effec-
tive scanning range is reduced.

The probability of bit errors in
transmitting is  increased, the
throughput is reduced.

The reader needs to reasonably ad-
just the power to prevent too many
interferences, which will change
the energy consumption.

Deployment of
tags

Dense deployment of tags will af-
fect the electromagnetic field of the
reader’s antennas, and change the
reader’s effective scanning range.

If the tag’s plane is perpendicular
to the incident power, the backscat-
ter efficiency is improved, then the
read throughput is increased.

Unreasonable deployment of tags
causes the reader to increase the
power to enhance the backscattered
signal strength, thus the energy

consumption is increased.

Realizing that the reader’s transmission power actually has
a significant impact on the reading performance of the RFID
system, a number of researchers start to investigate into this
area. Xu et al. investigate the impact of transmission power
on reading performance through extensive empirical study
on passive tags [91][92]. While exploring the relationship
between the transmission power and the response quality, they
reveal that there exists a “lossy state” of passive tags where the
reader cannot detect tags due to insufficient power although
tags could have responded. Based on this understanding, they
present an energy-efficient inventory algorithm. It incremen-
tally adjusts power level to use sufficient but not excessive
power for tag identification. Su et al. find that, when the
transmission power is set to a reasonable range, the “capture
effect” can be used to resolve the collision slots into singleton
slots [93]. More specifically, the “capture effect” helps tags
near the reader to transmit their data although collision had
occurred in the time slot they used, since their signal is
stronger than the farthest tags due to channel attenuation.
Therefore, they propose a progressing scanning algorithm to
improve the reading throughput.

Generally speaking, empirical and experimental studies in
this area are relatively few. In order to guarantee the reading
performance of RFID systems in real applications, the per-
formance tuning of RFID systems in realistic settings should
get continuous attention from researchers in academia and
industry.

VII. FUTURE RESEARCH DIRECTIONS

Although the study and research of RFID technology has
already get much achievement, there are still a lot of challeng-
ing problems yet to be solved. In order to help researchers to
get a better grasp of future research directions in the area
of RFID, we provide more insights into the future research
challenges and opportunities as follows:

(1) Carrying out cross-layer optimization in RFID data
management: The idea of “cross-layer optimization” originates
from the protocol design of wireless network. The core idea
is to realize the optimized control and information exchange

among two or more protocol layers, such that the performance
of network systems can be greatly improved. In the research
area of sensor network, the idea of cross-layer optimization
has been widely accepted and used. However, previously only
a few researchers leveraged this idea to solve the problems
in RFID systems [94] [95]. We find that it is usually rather
difficult to solve a certain problem, e.g., privacy protection and
authentication in RFID system, from a single layer’s view.
However, given the cross-layer information, these problems
can be skillfully solved by extracting and integrating the
features from various layers. For example, by correlating the
signal spectral features in the physical layer and the usage
pattern detected in the application layer, the specified tags can
be effectively authenticated in RFID systems. Therefore, on
the one hand, if we do not sufficiently consider the influence
among different layers, the corresponding research results can-
not achieve the expected performance in realistic applications;
on the other hand, the resource scarcity of the RFID system
proposes the pressing needs to devise lightweight protocols
and algorithms, the cross-layer optimization provides opportu-
nities to solve the traditional problems from a different aspect,
by tactfully leveraging the features from different layers.

(2) Breaking through the traditional thinking to realize
RFID security and privacy protection. Note that it it rather
difficult to rely on traditional security mechanisms to guar-
antee the security and privacy of RFID systems. The great
challenge is brought by the resource scarcity of the RFID
tags, which is vulnerable to outside interferences and can
only afford limited computation. Therefore, it is essential to
break through the traditional thinking to realize a set of novel
security schemes for RFID systems. Fortunately, it is noted
that some special physical properties can be leveraged to
implement the corresponding security schemes. For example,
the backscatter-based communication brings the “proximity
effect”, i.e., only those tags in the vicinity of the RFID
reader can be interrogated in a real-time approach. Besides,
the signal fingerprints in the physical layer can be used to
construct the “physical one-way function” to implement the
properties like the hash function. Therefore, how to leverage
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the aforementioned physical properties to devise novel security
schemes for RFID system is a challenging and promising
research problem.

(3) Developing application-driven localization and ac-
tivity sensing using active/passive RFID systems: Due to
the widespread applications of context-aware and location-
based services, the localization in RFID systems is basically
application-driven. For future research in localization, besides
the metrics of accuracy and time-efficiency, more properties
are expected to be satisfied, such as the fault tolerance
and cost-efficiency. Here, the fault tolerance requires the
localization scheme to effectively deal with outliers and be
robust to the noisy readings. The cost-efficiency requires the
localization scheme to sufficiently reduce all kinds of cost
including the hardware cost, computation cost, energy cost
and labor cost. In fact, it is up to the specific application
to decide which properties are essential to be obtained. In
essence, obtaining a Pareto improvement is a major challenge.
That is, increasing the performance of one of the metrics
without degradation on others.

(4) Developing software-defined RFID readers for more-
refined performance tuning: It is known that the system
performance is impacted by issues from various protocol
layers, e.g., the frame size of each query round, the coding
scheme and bit rate for transmission, and so on. However, it is
rather difficult to understand how these issues interactively and
integrally affect the performance metrics in realistic settings.
Due to various reasons, current off-the-shelf RFID readers
do not support to access or set these underlying parameters
and feedbacks for performance improvement. Besides, a single
reader can only support a typical protocol standard, without
being compatible with the other kinds of standards. Therefore,
it is neither convenient nor cost-effective for researchers to
investigate the RFID system through the commercial read-
ers. The software-defined radios (SDR) have provided op-
portunities for more-refined performance tuning in a cost-
effective approach. If the software-defined RFID reader can
be effectively developed, the users can deliberately set those
critical parameters and obtain the underlying feedbacks for
performance tuning. Moreover, it is ready to support a new
form of RFID communication protocol simply by running new
software on existing SDR hardware.

(5) Exploring novel application modes for RFID systems:
The original design purpose of RFID systems is to efficiently
label and identify the items, the current applications of RFID
systems still remain in the areas like supply chains: tracking,
managing and monitoring the goods. In recent years, RFID
has been widely used in various kinds of applications with its
unique advantage, e.g., anti-counterfeiting, anti-theft, the food
and drug safety, etc. In fact, whether the RFID technology
can be spread to new applications depends on whether fea-
sible application patterns can be fully exploited according to
RFID’s unique features. Exploration into application patterns
of RFID mainly includes two aspects: 1) replacing the current
application patterns with RFID in a low-cost approach and
2) explore novel application patterns for RFID. For example,
besides identifying the items, the RFID tag itself is a tiny
wireless device, its properties like the signal strength and
coding scheme have provided technical support for application
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patterns like localization, tracking and authentication. The user
memory of RFID tags can support more than 512-bit storage,
conventionally it can store over 32 English characters, more
information can be further stored with the index number. This
provides effective support for intelligent applications based on
information retrieval and query.

VIII. CONCLUSION

As a key technology of automatic identification, RFID has
attracted increasing attention in recent years. In this article, we
have discussed several research challenges and opportunities,
and provided an overview of existing solutions, including
anti-collision algorithms, authentication and privacy protection
protocols, localization and activity sensing, as well as per-
formance tuning in realistic settings. Focusing on RFID data
management, we describe and analyze the research work on
three aspects: algorithm, protocol and performance evaluation.
We offer this survey to help researchers to understand the
state-of-the-art research progress and to address directions of
future research in the area of RFID.
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